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THESE SOFTWARE-AS-A-SERVICE TERMS AND CONDITIONS DESCRIBES THE 
RELATIONSHIP BETWEEN FIRETAIL, INC. (“FIRETAIL”) AND THE INDIVIDUAL OR 
ENTITY USING THE SERVICES (“CUSTOMER”).  

THESE TERMS AND CONDITIONS, TOGETHER WITH THE ORDER FORM(S) THAT 
REFERENCE THESE TERMS AND CONDITIONS (COLLECTIVELY, THE 

“AGREEMENT”) CONSTITUTE A LEGALLY BINDING AGREEMENT GOVERNING 
THE TERMS AND CONDITIONS PURSUANT TO WHICH CUSTOMER MAY USE 
ACCESS AND USE THE SERVICES.  BY CLICKING “I AGREE” OR ACCESSING OR 

USING THE SERVICES, CUSTOMER AGREES TO BE BOUND BY AND BECOME A 
PARTY TO THIS AGREEMENT. IF CUSTOMER DOES NOT AGREE TO ALL OF THE 

TERMS OF THIS AGREEMENT, CUSTOMER MUST NOT USE OR ACCESS THE 
SERVICES. CUSTOMER REPRESENTS AND WARRANTS THAT CUSTOMER HAS THE 
AUTHORITY TO ENTER INTO THIS AGREEMENT PERSONALLY (IF A NATURAL 

PERSON), OR ON BEHALF OF THE ENTITY ENTERING INTO THIS AGREEMENT, AND 
TO BIND THAT ENTITY.  

PLEASE NOTE THAT THIS AGREEMENT IS subject to change by FIRETAIL in its sole 
discretion at any time.  When changes are made, FireTail will make anew copy of this 
Agreement available within, or through, the Services.  We will also update the “Last Updated” 

date at the top of this Agreement.  If we make any material changes, and you have registered to 
use the Services, we will also send an e-mail to Customer at the last e-mail address provided to 

us.  Any changes to this Agreement will be effective thirty (30) days after posting notice of such 
changes through the Services.  If Customer does not agree to any change(s) after receiving a 
notice of such change(s), Customer shall stop using the Services.  Otherwise, Customer’s 

continued use of the Services constitutes Customer’s acceptance of such change(s).  PLEASE 
REGULARLY CHECK THIS AGREEMENT TO VIEW THE THEN-CURRENT TERMS. 

 

1. Definitions  

Capitalized terms shall have the meanings set forth in this section, or in the section where they 
are first used. 
1.1 “Access Protocols” means the passwords, access codes, technical specifications, 

connectivity standards or protocols, or other relevant procedures, as may be necessary to allow 
Customer or any Authorized Users to access the Services. 

1.2 “Authorized User” means any individual who is an employee of Customer or such other 
person or entity as may be authorized by FireTail to access theServices pursuant to Customer’s 
rights under this Agreement. 

1.3 “Intellectual Property Rights” means any and all now known or hereafter existing (a) 
rights associated with works of authorship, including copyrights, mask work rights, and moral 



rights; (b) trademark or service mark rights; (c)trade secret rights; (d) patents, patent rights, and 
industrial property rights; (e) layout design rights, design rights, and other proprietary rights of 

every kind and nature other than trademarks, service marks, trade dress, and similar rights; and 
(f) all registrations, applications, renewals, extensions, or reissues of the foregoing, in each case 

in any jurisdiction throughout the world. 
1.4 “Customer Content” means any information, data, or content provided or submitted by, or 
on behalf of, Customer or its Authorized Users for use with the Services. 

1.5 “Order Form” means any order form for the Services in writing executed by both parties 
that references this Agreement or an online order form submitted by Customer that references 

this Agreement. 
1.6 “Services” means FireTail’s software-as-a-service that is designed to enable users to 
implement and enforce best practices in authentication, authorization, validation and sanitization 

of modern API requests and responses. 

 

2. Provision of Services 

2.1 Access. Subject to Customer’s payment of the Fees(as defined below), FireTail will provide 

Customer with access to the Services.On or as soon as reasonably practicable after the execution 
of the Order Form and acceptance of this Agreement, FireTail shall provide to Customer the 
necessary passwords, security protocols and policies and network links or connections and 

Access Protocols to allow Customer and its Authorized Users to access the Services in 
accordance with the Access Protocols. 

2.2 Support Services. Subject to the terms and conditions of thisAgreement, FireTail will 
exercise commercially reasonable efforts to (a)provide support for your use of the Services, and 
(b) keep the Services operational and available to you, in each case in accordance with its 

standard policies and procedures. 
2.3 Hosting. FireTail shall use commercially reasonable efforts to host and make available 

theServices, provided that nothing herein shall be construed to require FireTail to provide for, or 
bear any responsibility with respect to any telecommunications or computer network hardware 
required by Customer or any Authorized User to provide access from the Internet to the Services. 

 

3. Intellectual Property 

3.1 License Grant. Subject to the terms and conditions of this Agreement, FireTail grants to 
Customer a non-exclusive, non-transferable license during the term set forth on the Order Form 

to access and use the Services in accordance with the terms of this Agreement and any 
restrictions or limitations set forth on the applicable Order Form(s). Customer may permit any 
Authorized Users to access and use the features and functions of the Services as contemplated by 

this Agreement; provided, however, Customer remains liable for all acts or omissions of such 
Authorized Users’ access to and use of the Services and compliance with the terms and 

conditions herein. 



3.2 Ownership; Limitations. The Services and all Intellectual Property Rights therein are the 
exclusive property of FireTail and its suppliers. Customer agrees that it will not, and will not 

permit any Authorized User or other party to: (a) permit any party to access or use the Services, 
other than the Authorized Users authorized under this Agreement; (b) modify, adapt, alter or 

translate the Services, except as expressly allowed herein; (c)sublicense, lease, rent, loan, 
distribute, or otherwise transfer the Services to any third party; (d) reverse engineer, decompile, 
disassemble, or otherwise derive or determine or attempt to derive or determine the source code 

(or the underlying ideas, algorithms, structure or organization) of the Services; (e) use or copy 
the Services except as expressly allowed under this subsection; or (f) disclose or transmit any 

data contained in the Services to any individual other than an Authorized User, except as 
expressly allowed herein. Except as expressly set forth herein, no express or implied license or 
right of any kind is granted to Customer regarding the Services or any part thereof, including any 

right to obtain possession of any source code, data or other technical material relating to 
theServices. 

3.3 Reservation of Rights. All rights in and to the Services not expressly granted to Customer in 
this Agreement are reserved by FireTail and its suppliers. Except as expressly set forth herein, no 
express or implied license or right of any kind is granted to Customer regarding the Services or 

any part thereof. 
3.4 Open Source Software. Certain items of software may be provided to Customer with the 

Software and are subject to “open source” or “free software” licenses (“Open Source Software”). 
Some of the Open Source Software is owned by third parties. The Open Source Software is not 
subject to the terms and conditions of the section titled Indemnification or the subsection titled 

License Grant. Instead, each item of Open Source Software is licensed under the terms of the 
end-user license that accompanies such Open Source Software. Nothing in this Agreement limits 

Customer’s rights under, or grants Customer rights that supersede, the terms and conditions of 
any applicable end user license for theOpen Source Software. If required by any license for 
particular Open Source Software, FireTail makes such Open Source Software, and Firetail’s 

modifications to that Open Source Software, available by written request at the notice address 
specified below.  

3.5 Feedback. Customer hereby grants to FireTail a royalty-free, worldwide, transferable, 
sublicensable, irrevocable, perpetual license to use or incorporate into the Services any 
suggestions, enhancement requests, recommendations or other feedback provided by Customer, 

including Authorized Users, relating to the Services. FireTail will not identify Customer as the 
source of any such feedback. 

3.6 Usage Data. FireTail may monitor the use of the Services by Customer and Customer’s 
Authorized Users and collect data regarding the use, operation, and performance of the Services 
(collectively,“Usage Data”), including to compile statistical and performance information related 

to the provision and operation of the Services. Customer acknowledges and agrees that, provided 
that any Usage Data disclosed to a third party does not identify Customer or Customer’s 

Confidential Information, FireTail may use and exploit Usage Data to provide support, monitor 
the functionality and performance of the Services, and improve and develop FireTail's products 
and services during and after the Term. 

 

4. FEES 



Customer agrees to pay to FireTail the fees for the Services ordered, as set forth on FireTail's 
then-current pricing list (“Fees”). Except as otherwise set forth on an Order Form, Fees shall be 

paid on an annual basis, in advance, net thirty (30) days of receipt of invoice. In addition to the 
Fees, Customer agrees to pay, and to indemnify and hold FireTail harmless from, any sales, use, 

excise, import or export, value added or similar tax or duty not based on FireTail's net income, 
including any penalties and interest, as well as any costs associated with the collection or 
withholding thereof, and all governmental permit fees, license fees and customs and similar fees 

which Licensor may incur in connection with this Agreement.  

 

5. Customer Content and Responsibilities 

5.1 License; Ownership. Customer is solely responsible for any and all obligations with respect 

to the accuracy, quality and legality of Customer Content. Customer will obtain all third party 
licenses, consents and permissions needed for FireTail to use the Customer Content to provide 
the Services. Customer grants FireTail a non-exclusive, worldwide, royalty-free and fully paid 

license during the Term (a) to use the Customer Content as necessary for purposes of providing 
and improving the Services, and (b) use the Customer Content in an aggregated and anonymized 

form to: (i) improve the Services and FireTail's related products and services; (ii) provide 
analytics and benchmarking services; and (iii) generate and disclose statistics regarding use of 
the Services, provided, however, that no Customer-only statistics will be disclosed to third 

parties without Customer’s consent. 
5.2 Authorized Users Access to Services. Customer may permit any Authorized Users to access 

and use the features and functions of the Services as contemplated by this Agreement and the 
restrictions in the OrderForm. User IDs cannot be shared or used by more than one Authorized 
User at a time. Upon written acceptance by FireTail of the Order Form, FireTail shall make the 

Service(s) available to the additional Authorized Users. Customer shall use commercially 
reasonable efforts to prevent unauthorized access to, or use of, the Services, and notify FireTail 

promptly of any such unauthorized use known to Customer.  

5.3 Customer Warranty. Customer represents and warrants that any Customer Content hosted 
by FireTail as part of the Services shall not (a) infringe any copyright, trademark, or patent; 

(b)misappropriate any trade secret; (c) be deceptive, defamatory, obscene, pornographic or 
unlawful; (d) contain any viruses, worms or other malicious code intended to damage FireTail's 

system or data; or (e) otherwise violate the rights, including any applicable privacy rights, of a 
third party. FireTail is not obligated to back up any Customer Content; the Customer is solely 
responsible for creating backup copies of any Customer Content at Customer’s sole cost and 

expense. Customer agrees that any use of the Services contrary to or in violation of the 
representations and warranties of Customer in this section constitutes unauthorized and improper 

use of the Services. 
5.4 Customer Responsibility for Data and Security. Customer and its Authorized Users shall 
have access to the Customer Content and shall be responsible for all changes to and/or deletions 

of Customer Content and the security of all passwords and other Access Protocols required in 
order the access the Services. Customer shall have the sole responsibility for the accuracy, 

quality, integrity, legality, reliability, and appropriateness of all Customer Content. 



 

6. Warranties and disclaimers  

FireTail represents and warrants that it will provide the Services and perform its other 

obligations under this Agreement in a professional and workmanlike manner substantially 
consistent with general industry standards. Provided that Customer notifies FireTail in writing of 

the breach within thirty (30) days following performance of the defective Services, specifying 
the breach in reasonable detail, FireTail will, as Customer’s sole and exclusive remedy, for any 
breach of the foregoing, re-perform the Services which gave rise to the breach or, at FireTail's 

option, refund the fees paid by Customer for the Services which gave rise to the breach. Except 
for the foregoing warranty, to the maximum extent permitted by law, the Services and all other 

documentation and materials are provided “AS IS” WITHOUT WARRANTY OF ANY KIND, 
INCLUDING WITHOUT LIMITATION ANY IMPLIED WARRANTIES OF TITLE, NON-
INFRINGEMENT,MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE. 

CUSTOMER ACCESS AND USES THE SERVICES AT ITSOWN RISK. 

 

7. Limitation ofLiability 

7.1 Types of Damages. TO THE EXTENT LEGALLY PERMITTED UNDER APPLICABLE 

LAW, FIRETAIL OR ITS SUPPLIERS SHALL NOT BE LIABLE TO CUSTOMER FOR 
ANY SPECIAL, INDIRECT,EXEMPLARY, PUNITIVE, INCIDENTAL OR 
CONSEQUENTIAL DAMAGES OF ANY NATURE INCLUDING, BUT NOT LIMITED TO 

DAMAGES OR COSTS DUE TO LOSS OF PROFITS, DATA, REVENUE, GOODWILL, 
PRODUCTION OR USE, BUSINESS INTERRUPTION, PROCUREMENT OF SUBSTITUTE 
GOODS OR SERVICES, OR PERSONAL OR PROPERTY DAMAGE ARISING OUT OF OR 

IN CONNECTION WITH FIRETAIL’S PERFORMANCE HEREUNDER OR THE USE, 
MISUSE, OR INABILITY TO USE THE SERVICES OR OTHER PRODUCTS OR 

SERVICES HEREUNDER, REGARDLESS OF THE CAUSE OF ACTION OR THE THEORY 
OF LIABILITY, WHETHER IN TORT, CONTRACT, OR OTHERWISE, EVEN IF FIRETAIL 
HAS BEEN NOTIFIED OF THE LIKELIHOOD OF SUCH DAMAGES.  

7.2 Amount of Damages. THE MAXIMUM LIABILITY OF FIRETAIL ARISING OUT OF 
OR IN ANY WAY CONNECTED TO THIS AGREEMENT SHALL NOT EXCEED THE 

FEES PAID BY CUSTOMER TO FIRETAIL DURING THE THREE (3) MONTH PERIOD 
IMMEDIATELY PRECEDING THE EVENT, ACT, OR OMISSION GIVING RISE TO THE 
LIABILITY. IN NO EVENT SHALL FIRETAIL'S SUPPLIERS HAVE ANY LIABILITY 

ARISING OUT OF OR IN ANY WAY CONNECTED TOTHIS AGREEMENT. NOTHING IN 
THIS AGREEMENT SHALL LIMIT OR EXCLUDE FIRETAIL’S LIABILITY FOR GROSS 

NEGLIGENCE OR INTENTIONAL MISCONDUCT OF FIRETAIL OR ITS EMPLOYEES 
OR AGENTS OR FOR DEATH OR PERSONAL INJURY. SOME STATES AND 
JURISDICTIONS DO NOT ALLOW FOR THE EXCLUSION OR LIMITATION OF 

INCIDENTAL OR CONSEQUENTIAL DAMAGES, SO THIS LIMITATION AND 
EXCLUSION MAY NOT APPLY TO CUSTOMER. 



7.3 Basis of the Bargain. The parties agree that the limitations of liability set forth in this 
section shall survive and continue in full force and effect despite any failure of consideration or 

of an exclusive remedy. The parties acknowledge that the prices have been set and the 
Agreement entered into in reliance upon these limitations of liability and that all such limitations 

form an essential basis of the bargain between the parties.  

 

8. Confidentiality 

8.1 Confidential Information. During the term of this Agreement, each party (the “Disclosing 
Party”) may provide the other party (the “Receiving Party”) with certain information regarding 

the Disclosing Party’s business, technology, products, or services or other confidential or 
proprietary information that is marked as “confidential” or “proprietary” or which the Receiving 

Party should reasonably know is confidential and/or proprietary, given the nature of information 
and context of disclosure (collectively, “Confidential Information”). For the avoidance of doubt, 
the Services, and all enhancements and improvements thereto will be considered Confidential 

Information of FireTail. 
8.2 Protection of Confidential Information. The Receiving Party agrees that it will not use or 

disclose to any third party any Confidential Information of the Disclosing Party, except as 
expressly permitted under this Agreement. The Receiving Party will limit access to the 
Confidential Information to Authorized Users (with respect to Customer) or to those employees 

who have a need to know, who have confidentiality obligations no less restrictive than those set 
forth herein, and who have been informed of the confidential nature of such information (with 

respect to FireTail). In addition, the Receiving Party will protect the Disclosing Party’s 
Confidential Information from unauthorized use, access, or disclosure in the same manner that it 
protects its own proprietary information of a similar nature, but in no event with less than 

reasonable care. At the Disclosing Party’s request or upon termination of this Agreement, the 
Receiving Party will return to the Disclosing Party or destroy (or permanently erase in the case 

of electronic files) all copies of the Confidential Information that the Receiving Party does not 
have a continuing right to use under this Agreement, and the Receiving Party shall provide to the 
Disclosing Party a written affidavit certifying compliance with this sentence.  

8.3 Exceptions. The confidentiality obligations set forth in this section will not apply to any 
information that (a) becomes generally available to the public through no fault of the Receiving 

Party; (b) is lawfully provided to the Receiving Party by a third party free of any confidentiality 
duties or obligations; (c) was already known to the Receiving Party at the time of disclosure; or 
(d) the Receiving Party can prove, by clear and convincing evidence, was independently 

developed by employees and contractors of the Receiving Party who had no access to the 
Confidential Information. In addition, the Receiving Party may disclose Confidential Information 

to the extent that such disclosure is necessary for the Receiving Party to enforce its rights under 
this Agreement or is required by law or by the order of a court or similar judicial or 
administrative body, provided that the Receiving Party promptly notifies the Disclosing Party in 

writing of such required disclosure and cooperates with the Disclosing Party if the Disclosing 
Party seeks an appropriate protective order. 

 



9. Indemnification 

9.1 By FireTail. FireTail will defend at its expense any suit brought against Customer, and will 

pay any settlement FireTail makes or approves, or any damages finally awarded in such suit, 
insofar as such suit is based on a claim by any third party alleging that the Services 
misappropriates any trade secret recognized under the Uniform Trade Secrets Act or infringes 

any copyright or United States patent issued as of the date Customer accepts this Agreement. If 
any portion of the Services becomes, or in FireTail's opinion is likely to become, the subject of a 

claim of infringement, Customer will immediately cease all use of the Software and Services 
upon notice by FireTail. Notwithstanding the foregoing, FireTail shall have no obligation under 
this section or otherwise with respect to any infringement claim based upon (a) any use of the 

Software or the Services not in accordance with this Agreement; (b) any use of the Software or 
the Services in combination with other products, equipment, software or data not supplied by 

FireTail; or (c) any modification of the Services by any person other than FireTail or its 
authorized agents (the “Exclusions”). This subsection states the sole and exclusive remedy of 
Customer and the entire liability of FireTail, or any of the officers, directors, employees, 

shareholders, contractors or representatives of the foregoing, for infringement claims and actions.  
9.2 By Customer. Customer will defend at its expense any suit brought against FireTail, and will 

pay any settlement Customer makes or approves, or any damages finally awarded in such suit, 
insofar as such suit is based on a claim arising out of or relating to: (i) an Exclusion; or (ii) 
Customer’s (and any of Customer’s Authorized Users’) breach or alleged breach of the 

subsection titled Customer Warranty. This subsection states the sole and exclusive remedy of 
FireTail and the entire liability of Customer, or any of the officers, directors, employees, 

shareholders, contractors or representatives of the foregoing, for the claims and actions described 
herein. 
9.3 Procedure. The indemnifying party’s obligations as set forth above are expressly 

conditioned upon each of the foregoing: (a) the indemnified party shall promptly notify the 
indemnifying party in writing of any threatened or actual claim or suit; (b) the indemnifying 

party shall have sole control of the defense or settlement of any claim or suit; and (c) the 
indemnified party shall cooperate with the indemnifying party to facilitate the settlement or 
defense of any claim or suit.  

 

10. Term And Termination 

10.1 Term. This Agreement remains in effect so long as any Order Form is in effect. Each Order 
Form remains in effect for the period of time set forth on the Order Form, or if no period of time 

is listed, then for a period of one (1) year (“Initial Term”), unless earlier terminated by either 
party in accordance with the section titled Termination. Following the Initial Term, the Order 
Form shall automatically renew for additional, successive periods of one (1) year (each, a 

“Renewal Term”), unless and until either party gives notice to the other party of its intent not to 
renew the Order Form within ninety (90) days of the end of the Initial Term or then-current 

Renewal Term. The Initial Term and any Renewal Term(s) are collectively referred to herein as 
the “Term”.  



10.2 Termination. Either party may terminate this Agreement immediately upon notice to the 
other party if the other party materially breaches this Agreement, and such breach remains 

uncured more than thirty (30) days after receipt of written notice of such breach.  

10.3 Effect of Termination. Upon termination of this Agreement for any reason: (a) all rights 

and obligations of both parties, including all licenses granted hereunder, shall immediately 
terminate; and (b) within ten (10) days after the effective date of termination, each party shall 
comply with the obligations to return all Confidential Information of the other party, as set forth 

in the section titled Confidentiality. The sections and subsections titled Definitions, Limitations, 
Ownership, Feedback, Disclaimer of Warranties, Limitation of Liability, Confidentiality, 

Indemnification, Effect of Termination, and Miscellaneous will survive expiration or termination 
of this Agreement for any reason.  

 

11. Miscellaneous 

11.1 Compliance with Laws. Customer shall comply with all laws, regulations, rules, 

ordinances and orders applicable to its access to and use of the Services. Without limiting the 
foregoing, Customer shall comply with the relevant export administration and control laws and 

regulations, as may be amended from time to time, including, without limitation, the United 
States Export Administration Act, to ensure that the Services are not transferred or exported 
(directly or indirectly) in violation of U.S. law. 

11.2 Assignment. Customer may not assign or delegate, directly or indirectly, by operation of 
law, change of control or otherwise, this Agreement or any of its rights or obligations under this 

Agreement to any third party, and any attempt to do so will be void and of no effect. 
11.3 Governing Law and Venue. This Agreement will be subject to and governed by the laws 
of the State of Delaware, without regard to conflicts of laws principles. For any litigation arising 

from or related to this Agreement, the parties hereby consent to the exclusive jurisdiction of and 
venue in the state and federal courts located in Fairfax County, Virginia, USA.  

11.4 Government End Users. The Services are a “commercial item” as that term is defined at 
48 C.F.R. 2.101, consisting of “commercial computer software” and "commercial computer 
software documentation" as such terms are used in 48 C.F.R. 12.212. Consistent with 48 C.F.R. 

12.212 and 48C.F.R. 227.7202-1 through 227.7202-4, all U.S. Government end users acquire the 
Services with only those rights set forth therein. 

11.5 Export. Customer agrees not to export, reexport, or transfer, directly or indirectly, any U.S. 
technical data acquired from FireTail, or any products utilizing such data, in violation of the 
United States export laws or regulations. 

11.6 Severability. If any provision of this Agreement is, for any reason, held to be invalid or 
unenforceable, the other provisions of this Agreement will remain enforceable and the invalid or 

unenforceable provision will be deemed modified so that it is valid and enforceable to the 
maximum extent permitted by law. Without limiting the generality of the foregoing, Customer 
agrees that the section titled Limitation of Liability will remain in effect notwithstanding the 

unenforceability of any provision in the subsection titled Limited Warranty. 
11.7 Waiver. Any waiver or failure to enforce any provision of this Agreement on one occasion 

will not be deemed a waiver of any other provision or of such provision on any other occasion.  
11.8 Remedies. Except as provided in the sections titled Limited Warranty and Indemnification, 



the parties’ rights and remedies under this Agreement are cumulative. Customer acknowledges 
that the Services contain valuable trade secrets and proprietary information of FireTail, that any 

actual or threatened breach of the sections titled Intellectual Property or Confidentiality or any 
other breach by Customer of its obligations with respect to Intellectual Property Rights of 

FireTail will constitute immediate, irreparable harm to FireTail for which monetary damages 
would be an inadequate remedy. In such case, FireTail will be entitled to immediate injunctive 
relief without the requirement of posting bond, including an order that any Services, or any 

portions thereof, that Customer attempts to import into any country or territory be seized, 
impounded and destroyed by customs officials. If any legal action is brought to enforce this 

Agreement, the prevailing party will be entitled to receive its attorneys’ fees, court costs, and 
other collection expenses, in addition to any other relief it may receive. 
11.9 Force Majeure. Any delay in the performance of any duties or obligations of either party 

(except the payment of money owed) will not be considered a breach of this Agreement if such 
delay is caused by a labor dispute, shortage of materials, fire, earthquake, flood, or any other 

event beyond the control of such party, provided that such party uses reasonable efforts, under 
the circumstances, to notify the other party of the cause of such delay and to resume performance 
as soon as possible. 

11.10 Independent Contractors. Customer’s relationship to FireTail is that of an independent 
contractor, and neither party is an agent or partner of the other. Customer will not have, and will 

not represent to any third party that it has, any authority to act on behalf of FireTail. 
11.11 Notices. All notices or other communications required or permitted under this Agreement 
will be made in writing to the other party by electronic mail as follows: If to FireTail, 

legal@firetail.io and if to Customer, at the email address provided to FireTail upon registration. 
Notwithstanding the foregoing, all legal notices will be made in writing to the other party as 

follows: If to FireTail, 1775 Tysons Blvd, Suite 500, McLean, VA 22102, and if to Customer, at 
the address provided to FireTail upon registration. Such notices will be delivered by courier, by 
certified or registered mail (postage prepaid and return receipt requested), or by a nationally-

recognized express mail service. Notice will be effective upon receipt or refusal of delivery. If 
delivered by electronic mail, any such notice will be considered to have been given on the day 

such electronic mail was sent. If delivered by certified or registered mail, any such notice will be 
considered to have been given five (5) business days after it was mailed, as evidenced by the 
postmark. If delivered by courier or express mail service, any such notice shall be considered to 

have been given on the delivery date reflected by the courier or express mail service receipt. 
Each party may change its contact information for receipt of notice by giving notice of such 

change to the other party. 
11.12 Counterparts. This Agreement may be executed in one or more counterparts, each of 
which shall be deemed an original and all of which shall be taken together and deemed to be one 

instrument. 
11.13 Entire Agreement. This Agreement is the final, complete and exclusive agreement of the 

parties with respect to the subject matters hereof and supersedes and merges all prior discussions 
between the parties with respect to such subject matters. No modification of or amendment to 
this Agreement, or any waiver of any rights under this Agreement, will be effective unless in 

writing and signed by an authorized signatory of Customer and FireTail. 

Privacy Policy 



Each Party and its Personnel agrees to comply with its obligations under the GDPR Act and any 
other applicable legislation or privacy guidelines as amended from time to time in relation to 

personal information collected, used or disclosed by that Party or its Personnel in connection 
with the Services and this Agreement. 

Rights of the data subject 

You may, where required by applicable law and subject to limitations which may apply by 
exceptions or legal requirements, be entitled:  

1. To have access upon simple request to your Personal Data.  
2. To obtain a rectification of your Personal Data should your Personal Data be inaccurate, 

incomplete, or obsolete. 
3. To obtain the deletion of your Personal Data in the situations set forth by applicable data 

protection law. 
4. To withdraw your consent, at any time, to data processing without affecting the 

lawfulness of processing, where your Personal Data has been collected and processed on 

the basis of your consent 
5. To object the processing of your Personal data, where your Personal Data has been 

collected and processed on the basis of legitimate interests of FireTail, in which case you 
will need to justify your request by explaining to us your particular situation 

6. To request a limitation of the data processing in the situations set forth by applicable law 

7. To revoke your data protection declaration at any time. Please note that revoking consent 
does not affect the lawfulness of the processing carried out based on the consent until the 

revocation goes into effect. 

Personal Data Processing Restriction 

If a data subject wishes to request the restriction of the processing of personal data stored by 
FireTail, he or she may contact the Data Protection Officer at privacy@firetail.io 

• The Data Protection Officer will log the Personal Data Processing Restriction Request 

and will contact the subject to discuss what action needs to be taken, taking into account 
any relevant exemptions to the right to restrict processing. Where processing is to be 
restricted, the most appropriate method will be identified.  

• While processing is restricted, the personal data will be stored but not used in any other 
way. 

• Where the restriction is temporary, the data subject will be informed of this, and of the 
circumstances under which the restriction will be lifted. The data subject must also be 
informed before the restriction is lifted that this is going to occur.  

 


