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Master Collibra Agreement 
 

This Master Collibra Agreement, including all Orders, the Policies and the DPA (“Agreement”) is between Collibra Inc., located at 61 Broadway, 
31st Floor, New York, New York 10006, if the shipping address for the Order is in North America (United States, Mexico and Canada), otherwise 
it is between Collibra UK Limited, located at 200 Aldersgate, London EC1A 4HD, England, (“Collibra”) and the entity or person placing an 
Order for, or accessing or using the Offerings (“Customer” or “you”). Notwithstanding the foregoing, if the Customer is a U.S. state or local 
government entity purchasing the Offerings or related Professional Services from Collibra Public Sector LLC as stated in the Order, then the 
Collibra contracting entity for this Agreement will be Collibra Public Sector LLC, located at 61 Broadway, 31st Floor, New York, New York 
10006, USA. 

This Agreement allows Customer to purchase access and use to the Collibra Offerings and related Professional Services under one or more 
Orders. Certain capitalized terms are defined in Section 20 (Definitions) and others are defined contextually in this Agreement. If you are 
accessing or using the Offerings on behalf of your company, you represent that you are authorized to accept this Agreement on behalf of 
your company, and all references to “you” reference your company as Customer. 

The “Effective Date” of this Agreement is the date which is the earlier of (a) Customer’s initial access to the Offerings through any online 
provisioning, registration or order process, or (b) the effective date of the first Order. This Agreement will govern Customer’s initial purchase 
on the Effective Date as well as any future purchases made by Customer that reference this Agreement. 
 

1. Overview. As part of the Offerings, Collibra provides a unique platform and applications for data intelligence, helping organizations 
connect the right data and insights to the right people based on the processing of metadata, with the features and functionality described in 
the Documentation.  

2. The Offerings. 

2.1. Service Use Rights. During the Subscription Term, and subject to the applicable Order (including any Usage Limits set out therein), 
Customer (including Users of its Affiliates) may access and use the Service only for its (and where applicable its Affiliate's) internal business 
purposes in accordance with the Documentation and this Agreement.  

2.2. Software License Grant. During the Subscription Term, and subject to the applicable Order (including any Usage Limits set out therein), 
Collibra grants Customer a non-transferable, non-sublicensable, non-exclusive license to install, copy and use the Software on systems under 
Customer’s control, in each case only for its internal business purposes in accordance with the Documentation and this Agreement.  

2.3. Users. Only Users may access or use the Offerings. The Offerings may allow Customer to designate different types of Users, which may 
have different pricing, functionality and use restrictions, as further described in the Documentation or the Order. Each User must keep its 
login credentials confidential and not share them with anyone else. Customer is responsible for its Users’ compliance with this Agreement 
and actions taken through their accounts. Customer will promptly notify Collibra if it becomes aware of any compromise of its User login 
credentials. 

2.4. Restrictions. Customer will not (and will not permit anyone else to) do any of the following: (a) provide access to, distribute, sell, offer 
for sale, transfer or sublicense the Offerings to a third-party, (b) use the Offerings on behalf of, or to provide any product or service to, third 
parties, (c) use or reference the Offerings to develop a similar or competing product or service, (d) reverse engineer, decompile, disassemble, 
or seek to access the source code, underlying ideas, algorithms, file formats, or non-public APIs to the Offerings, except to the extent 
expressly permitted by Law (and then only with prior notice to Collibra), (e) circumvent any Usage Limits, including restrictions on number 
of authorized Users, whether through the use of APIs or other means, (f) modify or create derivative works of the Offerings or copy any 
element of the Offerings (other than authorized copies of the Software), (g) remove or obscure any proprietary notices in the Offerings, (h) 
publish benchmarks or performance information about the Offerings, (i) interfere with the Offering’s operation, circumvent its access 
restrictions or, except as expressly permitted pursuant to the Documentation, conduct any security or vulnerability test of the Offerings, or 
(j) transmit any viruses or other harmful materials to the Service. 

2.5. Usage Verification. Upon Collibra’s written request (but no more than once annually except in cases of repeated violations), Customer 
will certify in writing that its use of the Offerings is in full compliance with the terms of this Agreement, including the applicable Usage Limits. 
Collibra may also exercise these verification rights through ongoing consumption tracking via the Offerings (“Usage Monitoring”). Customer 
will not block or interfere with such Usage Monitoring. If Customer exceeds the Usage Limits, Customer will pay Collibra for its past and 
ongoing excess use at the rates set forth in the applicable Order. 

3. SLA and Support.  

3.1. SLA. During the Subscription Term, the Service will be subject to the SLA. For clarity, the SLA does not apply to Software.  

3.2. Support. During the Subscription Term, Collibra will maintain and provide Support for the Offerings in accordance with the Support 
Policy.  

4. Customer Data. 

4.1. Data Use. Customer grants Collibra the non-exclusive, worldwide right to use, copy, store, transmit, display, modify and create 
derivative works of Customer Data, but only as necessary to provide the Service, Support, and any Professional Services to Customer under 
this Agreement. For clarity, except with respect to Usage Monitoring, terms for Customer Data do not apply to Software. 
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4.2. Security. Collibra uses reasonable technical and organizational measures designed to protect the Offerings and Customer Data as 
described in the Security Policy. 

4.3. Personal Data. Each party agrees to comply with the DPA, to the extent applicable. 

4.4. Data Export. During the Subscription Term and for 30 days afterwards, Customer may export its Customer Data from the Service using 
the export features described in the Documentation. After this export period, Collibra shall delete Customer Data from the Service in 
accordance with its standard schedule and procedures. 

5. Customer Obligations. 

5.1. Generally. Customer is responsible for its Customer Data as provided to Collibra, including its content and accuracy, and agrees to 
comply with Laws in using the Offerings. Customer represents and warrants that it has made all disclosures and has all rights, consents and 
permissions necessary to use its Customer Data with the Offerings and grant Collibra the rights in Section 4.1 (Data Use), all without violating 
or infringing Laws, third-party rights (including intellectual property, publicity or privacy rights) or any terms or privacy policies that apply to 
the Customer Data. 

5.2. Prohibited Uses. Customer must not use the Service with Prohibited Data and acknowledges that none of the Offerings are intended to 
meet any legal obligations for High Risk Activities. Notwithstanding anything else in this Agreement, Collibra has no liability for Prohibited 
Data or use of the Offerings for High Risk Activities. 

6. Suspension of Service. Collibra may suspend Customer’s access to the Service and related services if (a) Customer breaches Section 2.3 
(Restrictions) or Section 5 (Customer Obligations), (b) Customer’s account is 30 days or more overdue after being notified, or (c) Customer’s 
use of the Service risks harm to other customers or the security, availability or integrity of the Service. Where practicable, Collibra will use 
reasonable efforts to provide Customer with prior notice of the suspension. Once Customer resolves the issue requiring suspension, Collibra 
will promptly restore Customer’s access to the Service in accordance with this Agreement. 

7. Third-Party Platforms. Customer’s use of Third-Party Platforms is subject to Customer’s agreement with the relevant provider and not 
this Agreement. Collibra does not control and has no liability for Third-Party Platforms, including their security, functionality, operation, 
availability or interoperability, or how the Third-Party Platforms or their providers use Customer Data. If Customer enables a Third-Party 
Platform with any Offering, Collibra may access and exchange Customer Data with the Third-Party Platform on Customer’s behalf. 

8. Professional Services. Any purchased Professional Services are as described in the relevant Order or SOW, as applicable. Customer will 
give Collibra timely access to Customer Materials reasonably needed for the Professional Services, and if Customer fails to do so, Collibra’s 
obligation to provide Professional Services will be excused until access is provided and the parties mutually agree on an updated timeline. 
Collibra will use Customer Materials only for purposes of providing Professional Services. Any Professional Services deliverables will relate 
to the configuration or use of the Offerings. Customer may use Professional Services deliverables only as part of its authorized use of the 
applicable Offerings, subject to the same terms as for such Offerings as stated in Section 2 (The Offerings) and Section 5 (Customer 
Obligations). 

9. Commercial Terms. 

9.1. Subscription Term. Each Subscription Term will renew for successive periods equal to the then-current Subscription Term unless either 
party gives the other party notice of non-renewal at least 30 days before the then-current Subscription Term ends. 

9.2. Fees and Taxes. Fees are as described in each Order. All invoices will be electronic. Fees are invoiced on the schedule in the Order and 
reimbursable expenses are invoiced in arrears. Unless the Order provides otherwise, all fees and expenses, not subject to a good faith dispute 
as set out in Section 9.5 (Payment Disputes), are due within 30 days of the invoice date. Customer is responsible for incurred charges based 
on actual usage of the Offerings in excess of any commitments set out in the Order, for which Collibra may invoice separately. Late payments 
are subject to a service charge of 1.5% per month or the maximum amount allowed by Law, whichever is less. All fees and expenses are non-
refundable except as set out in Section 10.2 (Warranty Remedy), and Section 14.4 (Mitigation and Exceptions). Customer is responsible for 
any sales, use, GST, value-added, withholding or similar taxes or levies that apply to its Orders, whether domestic or foreign (“Taxes”), other 
than Collibra’s income tax. If Collibra has a legal obligation to pay or collect Taxes for which Customer is responsible under this Agreement, 
the appropriate amount will be computed based on Customer’s ship-to address listed in the then-current Order, unless Customer provides 
Collibra with a valid tax exemption certificate authorized by the appropriate taxing authority. Fees and expenses listed on or invoiced 
pursuant to any Order are exclusive of Taxes. 

9.3. Reseller Orders. If Customer licenses or purchases access to the Offerings from an authorized reseller of Collibra (“Reseller”), instead 
of paying Collibra, Customer will pay applicable amounts to the Reseller as agreed between Customer and the Reseller. Customer’s order 
details (e.g., scope of use and fees) will be as stated in the Order placed by Reseller with Collibra on Customer’s behalf. The Reseller is 
responsible for the accuracy of such Order. If Customer is entitled to a refund under this Agreement, Collibra will refund any applicable fees 
to the Reseller and the Reseller will be solely responsible for refunding the appropriate amounts to Customer, unless otherwise agreed by 
Collibra. Resellers are not authorized to modify this Agreement or make any promises or commitments on Collibra’s behalf, and Collibra is 
not a party to (or responsible under) any separate agreement between Customer and Reseller, and is not responsible for the Reseller’s acts, 
omissions, products or services. 

9.4. Affiliate Orders. An Affiliate of Customer may enter its own Order(s) as mutually agreed with Collibra. This creates a separate agreement 
between the Affiliate and Collibra incorporating this Agreement with the Affiliate treated as “Customer”. Likewise, Collibra may enter into 
Orders through one or more of its Affiliates in which case such Collibra Affiliate will be treated as “Collibra”. Neither Customer nor any 
Customer Affiliate has any rights under each other’s agreement with Collibra (or Collibra Affiliate, as applicable), and breach or termination 
of any such agreement is not breach or termination under any other. 
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9.5. Payment Disputes. Customer must notify Collibra in writing of any good-faith invoice dispute within ten (10) days of the applicable 
invoice date and reasonably cooperate with Collibra in resolving any dispute. If the parties are unable to resolve a dispute within 10 days of 
Customer’s notice, each party will have the right to seek any remedies it may have under this Agreement, at law or in equity, notwithstanding 
anything to the contrary herein. Any undisputed amounts must be paid in full in accordance with this Section 9 (Commercial Terms). 

10. Warranties and Disclaimers. 

10.1. Limited Warranty. Each party warrants that it has the corporate power and authority to enter into and carry out the terms of this 
Agreement. Collibra further warrants to Customer that: (a) the Offerings will perform materially as described in the Documentation, and, 
subject to Collibra's end-of-life policies, Collibra will not materially decrease the overall functionality of the Offerings during a Subscription 
Term (the “Performance Warranty”); (b) Collibra will perform any Professional Services in a professional and workmanlike manner (the 
“Professional Services Warranty”); and (c) Collibra will use industry-standard measures designed to ensure that the Offerings (as provided 
by Collibra, excluding Customer Data) do not contain viruses, malware or similar harmful code. 

10.2. Warranty Remedy. If Collibra breaches Sections 10.1(a), (b), or (c) and Customer makes a reasonably detailed warranty claim within 
30 days of discovering the issue, then Collibra will use reasonable efforts to correct the non-conformity. If Collibra determines such remedy 
to be impracticable, either party may terminate the affected Order as it relates to the non-conforming Offerings or Professional Services. 
Collibra will then refund to Customer any pre-paid, unused fees for the terminated portion of the Subscription Term (for the Performance 
Warranty) or for the non-conforming Professional Services (for the Professional Services Warranty). These procedures are Customer’s 
exclusive remedy and Collibra’s entire liability for breach of the warranties in Sections 10.1(a), (b), or (c). These warranties do not apply to 
(i) issues caused by misuse or unauthorized modifications, (ii) issues in or caused by Third-Party Platforms or other third-party systems, or 
(iii) Trials and Betas or other free or evaluation use. 

10.3. Disclaimers. EXCEPT AS EXPRESSLY PROVIDED IN SECTION 10.1 (LIMITED WARRANTY), THE OFFERINGS, SUPPORT, PROFESSIONAL 
SERVICES AND ALL RELATED COLLIBRA SERVICES ARE PROVIDED “AS IS”. COLLIBRA AND ITS SUPPLIERS MAKE NO OTHER WARRANTIES, 
WHETHER EXPRESS, IMPLIED, STATUTORY OR OTHERWISE, INCLUDING WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR 
PURPOSE, TITLE OR NONINFRINGEMENT. WITHOUT LIMITING ITS EXPRESS OBLIGATIONS IN SECTIONS 3 (SLA AND SUPPORT) AND 4.2 
(SECURITY), COLLIBRA DOES NOT WARRANT THAT CUSTOMER’S USE OF THE OFFERINGS WILL BE UNINTERRUPTED OR ERROR-FREE, WILL 
MEET CUSTOMER’S PARTICULAR REQUIREMENTS OR THAT IT WILL MAINTAIN CUSTOMER DATA WITHOUT LOSS. COLLIBRA IS NOT LIABLE 
FOR DELAYS, FAILURES OR PROBLEMS INHERENT IN USE OF THE INTERNET AND ELECTRONIC COMMUNICATIONS OR OTHER SYSTEMS 
OUTSIDE COLLIBRA’S CONTROL, INCLUDING THE FAILURE TO PROMPTLY IMPLEMENT THE LATEST RELEASE OF THE OFFERINGS BY OR AT THE 
DIRECTION OF CUSTOMER. CUSTOMER MAY HAVE OTHER STATUTORY RIGHTS, BUT ANY STATUTORILY REQUIRED WARRANTIES WILL BE 
LIMITED TO THE SHORTEST LEGALLY PERMITTED PERIOD. 

11. Term and Termination. 

11.1. Term. This Agreement starts on the Effective Date and continues until expiration or termination of all Subscription Terms. 

11.2. Termination. Either party may terminate this Agreement (including all Orders) if the other party (a) fails to cure a material breach of 
this Agreement (including a failure to pay fees) within 30 days after receipt of written notice pursuant to Section 19.3 (Notices), (b) ceases 
operation without a successor, or (c) seeks protection under a bankruptcy, receivership, trust deed, creditors’ arrangement, composition or 
comparable proceeding, or if such a proceeding is instituted against that party and not dismissed within 60 days. For clarity, any termination 
of Professional Services will not result in termination of this Agreement or any other Order. 

11.3. Effect of Termination. Upon expiration or termination of this Agreement, Customer’s access to and/or use of the Offerings and 
Professional Services will cease, other than limited use of the Service to export Customer Data as described in Section 4.4 (Data Export). At 
the disclosing party’s request upon expiration or termination of this Agreement, the receiving party will delete all of the disclosing party’s 
Confidential Information (excluding Customer Data, which is addressed in Section 4.4). Customer Data and other Confidential Information 
may be retained subject to the receiving party’s retention practices until such information is scheduled to be deleted in accordance with the 
receiving party’s policies and procedures but will remain subject to this Agreement’s confidentiality restrictions until deleted. 

11.4. Survival. These Sections survive expiration or termination of this Agreement: 2.4 (Restrictions), 4.4 (Data Export), 5 (Customer 
Obligations), 9.2 (Fees and Taxes), 10.3 (Disclaimers), 11.3 (Effect of Termination), 11.4 (Survival), 12 (Ownership), 13 (Limitations of Liability), 
14 (Indemnification), 15 (Confidentiality), 16 (Required Disclosures), 19 (General Terms), and 20 (Definitions). Except where an exclusive 
remedy is provided, exercising a remedy under this Agreement, including termination, does not limit other remedies a party may have.  

12. Ownership. Neither party grants the other any rights or licenses not expressly set out in this Agreement. Except for Collibra’s use rights 
in this Agreement, between the parties Customer retains all intellectual property and other rights in Customer Data, Customer Confidential 
Information, and Customer Materials provided to Collibra. Except for Customer’s use rights in this Agreement, Collibra and its licensors retain 
all intellectual property and other rights in the Offerings, any Professional Services deliverables and related Collibra technology, templates, 
formats and dashboards, including any modifications or improvements to these items made by Collibra. Collibra may use Platform Data 
internally to operate, improve, analyze, and support the Offerings. If Customer provides Collibra with feedback or suggestions regarding the 
Offerings, Collibra may use the feedback or suggestions without restriction or obligation. 

13. Limitations of Liability. 

13.1. Consequential Damages Waiver. Except for Excluded Claims (as defined below), neither party (nor its suppliers) will have any 
liability arising out of or related to this Agreement for any loss of use, lost data, lost profits, failure of security mechanisms, interruption 
of business or any indirect, special, incidental, punitive, reliance or consequential damages of any kind, even if informed of their possibility 
in advance. 



4 

Collibra © v.01.2025 
 

13.2. Liability Cap. Except for Excluded Claims, each party’s (and its suppliers’) entire liability arising out of or related to this Agreement 
will not exceed in aggregate the amounts paid or payable to Collibra during the prior 12 months under this Agreement . 

13.3. Excluded Claims. “Excluded Claims” means: (a) Customer’s breach of Section 2.4 (Restrictions) or Section 5 (Customer Obligations), 
(b) any liability which may not be excluded or limited by Law, (c) either party’s breach of Section 15 (Confidentiality) (but  excluding claims 
relating to Customer Data), or (d) amounts payable to third parties under the indemnifying party’s obligations in Section 14 (Indemnification). 

13.4. Nature of Claims; Further Limitations. The waivers and limitations in this Section 13 (Limitation of Liability) apply regardless of the 
form of action, whether in contract, tort (including negligence), strict liability or otherwise and will survive and apply even if any limited 
remedy in this Agreement fails of its essential purpose. Neither party may bring a claim or action regardless of form, arising out of the 
Agreement more than twelve (12) months after the claim or cause of action arose. 

14. Indemnification. 

14.1. Indemnification by Collibra. Collibra will defend Customer from and against any third-party claim to the extent alleging that the 
Offerings or the Professional Services deliverables, when used by Customer as authorized in this Agreement, infringe a third-party’s patent, 
copyright, trademark or trade secret in the jurisdiction of where the Offerings or the Professional Services deliverables are used, and will 
indemnify and hold harmless Customer and its respective officers, directors, employees and agents against any damages or costs awarded 
(including reasonable attorneys’ fees) or agreed in settlement by Collibra resulting from the claim. 

14.2. Indemnification by Customer. Customer will defend Collibra from and against any third-party claim to the extent resulting from 
Customer Data, Customer Materials or Customer’s breach or alleged breach of Section 5 (Customer Obligations), and will indemnify and hold 
harmless Collibra and its respective officers, directors, employees and agents against any damages or costs awarded (including reasonable 
attorneys’ fees) or agreed in settlement by Customer resulting from the claim. 

14.3. Procedures. The indemnifying party’s obligations in this Section 14 (Indemnification) are subject to receiving (a) prompt written notice 
of the claim, (b) the exclusive right to control and direct the investigation, defense and settlement of the claim and (c) all reasonably necessary 
cooperation of the indemnified party, at the indemnifying party’s expense for reasonable out-of-pocket costs. The indemnifying party may 
not settle any claim without the indemnified party’s prior written consent if settlement would require the indemnified party to admit fault 
or take or refrain from taking any action (other than relating to use of the Offerings, when Collibra is the indemnifying party). 

14.4. Mitigation and Exceptions. In response to an actual or potential infringement claim, if required by settlement or injunction or as 
Collibra determines necessary to avoid material liability, Collibra may at its option: (a) procure rights for Customer’s continued use of the 
Offerings, (b) replace or modify the allegedly infringing portion of the Offerings to avoid infringement without reducing the Offerings’ overall 
functionality, or if options (a) and (b) are not commercially practicable, (c) terminate the affected Order and refund to Customer any pre-
paid, unused fees for the terminated portion of the Subscription Term. Collibra’s obligations in this Section 14 (Indemnification) do not apply 
(1) to infringement resulting from Customer’s modification of the Offerings or use of the Offerings in combination with items not provided 
by Collibra (including Third-Party Platforms), (2) to infringement resulting from the Offerings other than the most recent release, (3) to 
unauthorized use of the Offerings, (4) if Customer settles or makes any admissions about a claim without Collibra’s prior written consent, or 
(5) to Trials and Betas or other free or evaluation use. This Section 14 (Indemnification) sets out Customer’s exclusive remedy and Collibra’s 
entire liability regarding infringement of third-party intellectual property rights. 

15. Confidentiality. 

15.1. Obligations. As receiving party, each party will (a) hold in confidence and not disclose Confidential Information to third parties except 
as permitted in this Agreement, including Section 4.1 (Data Use), and (b) only use Confidential Information to fulfill its obligations and 
exercise its rights in this Agreement. Each party will use reasonable care to protect the Confidential Information in the same manner as it 
would protect its own Confidential Information of a similar nature, but in no event with less than reasonable care. The receiving party may 
disclose Confidential Information to its employees, agents, contractors and other representatives having a legitimate need to know 
(including, for Collibra, the subcontractors referenced in Section 19.8), provided it remains responsible for their compliance with this Section 
15 (Confidentiality) and they are bound to confidentiality obligations no less protective than this Section 15 (Confidentiality). 

15.2. Remedies. Unauthorized use or disclosure of Confidential Information may cause substantial harm for which damages alone are an 
insufficient remedy. Each party may seek appropriate equitable relief, in addition to other available remedies, for breach or threatened 
breach of this Section 15 (Confidentiality). 

16. Required Disclosures. Nothing in this Agreement prohibits either party from making disclosures, including of Customer Data and other 
Confidential Information, if required by Law, subpoena or court order, provided (if permitted by Law) it notifies the other party in advance 
and reasonably cooperates in any effort to obtain confidential treatment at disclosing party’s expense. 

17. Trials and Betas. If Customer receives access to Trials and Betas, use is permitted only for Customer’s internal evaluation during the 
period designated by Collibra (or if not designated, 30 days). Trials and Betas are optional and either party may cease Trials and Betas at any 
time for any reason. For clarity, Customer is under no obligation to use any Trials and Betas, and any such use by Customer will remain at 
Customer’s sole discretion. Trials and Betas may be inoperable, incomplete or include features that Collibra may never release, and their 
features and performance information are Collibra’s Confidential Information. Customer will not use any production or regulated data in its 
use and access to Trials and Betas. Notwithstanding anything else in this Agreement, Collibra provides no warranty, indemnity, SLA or 
support for Trials and Betas and its liability for Trials and Betas will not exceed $50 USD (or the equivalent in local currency). 

18. Publicity. Neither party may publicly announce this Agreement except with the other party’s prior written consent or as required by 
Laws. However, Collibra may include Customer and its trademarks in Collibra’s customer lists and promotional materials but will cease this 
use at Customer’s written request. 
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19. General Terms. 

19.1. Assignment. Neither party may assign this Agreement without the prior written consent of the other party, except that either party 
may assign this Agreement upon notice in connection with a merger, reorganization, acquisition or other transfer of all or substantially all 
its assets or voting securities, provided that Collibra may refuse any assignment to an entity organized under the laws of a jurisdiction where 
Collibra does not conduct business at the time of such notice. Any non-permitted assignment is void. This Agreement will bind and inure to 
the benefit of each party’s permitted successors and assigns. 

19.2. Governing Law, Jurisdiction and Venue. If the contracting entity is (a) Collibra Inc. or Collibra Public Sector LLC, this Agreement is 
governed by the laws of the State of New York without regard to conflicts of laws provisions and without regard to the United Nations 
Convention on the International Sale of Goods, and the jurisdiction and venue for actions related to this Agreement will be the state and 
United States federal courts located in New York, New York, and both parties submit to the personal jurisdiction of those courts; or (b) 
Collibra UK Limited, this Agreement is governed by the laws of England and Wales without regard to conflicts of laws provisions and without 
regard to the United Nations Convention on the International Sale of Goods, and the jurisdiction and venue for actions related to this 
Agreement will be in the courts of London, England, and both parties submit to the personal jurisdiction of those courts.  

19.3. Notices. Except as set out in this Agreement, notices under this Agreement must be in writing and will be deemed received (a) 
immediately upon personal delivery or delivery via email, (b) the business day following delivery via nationally-recognized overnight courier 
service, or (c) the third business day following delivery via first-class registered or certified mail. Notices should be addressed to the signatory 
and address on the first page of this Agreement, or the contact information associated with Customer’s account provided at registration, as 
applicable. Either party may update its contact information for notice by providing notice to the other party. Collibra may also send 
operational notices to Customer electronically, including through the Offerings. 

19.4. Entire Agreement. This Agreement is the parties’ entire agreement regarding its subject matter and supersedes any prior or 
contemporaneous agreements or communications regarding its subject matter, whether written or oral. In this Agreement, headings are for 
convenience only and “including” and similar terms are to be construed without limitation. This Agreement may be executed in counterparts 
(including electronic copies and PDFs), each of which is deemed an original and which together form one and the same agreement. 

19.5. Amendments. Except as otherwise provided herein, any amendments, modifications or supplements to this Agreement must be in 
writing and signed by each party’s authorized representatives or, as appropriate, agreed through electronic means provided by Collibra. 
Notwithstanding the foregoing, with notice to Customer, Collibra may modify the Policies to reflect new features or changing practices, but 
the modifications will not materially decrease Collibra’s overall obligations during a Subscription Term. The terms in any Customer purchase 
order or business form will not amend or modify this Agreement and are expressly rejected by Collibra; any of these Customer documents 
are for administrative purposes only and have no legal effect. 

19.6. Waivers and Severability. Waivers must be signed by the waiving party’s authorized representative and cannot be implied from 
conduct. If any provision of this Agreement is held invalid, illegal or unenforceable, it will be limited to the minimum extent necessary, so 
the rest of this Agreement remains in effect. 

19.7. Force Majeure. Neither party is liable for any delay or failure to perform any obligation under this Agreement (except for payment 
obligations) due to events beyond its reasonable control, such as a strike, blockade, war, act of terrorism, riot, Internet or utility failures, 
refusal of government license or natural disaster. 

19.8. Subcontractors. Collibra may use subcontractors and permit them to exercise Collibra’s rights, but Collibra remains responsible for 
the subcontractors and the delivery of the Offerings under this Agreement to Customer. 

19.9. Independent Contractors. The parties are independent contractors, not agents, partners or joint venturers. 

19.10. Export. Customer acknowledges that the Offerings are subject to export control and economic sanctions restrictions imposed by the 
U.S. government and import restrictions by certain foreign governments (collectively “Trade Laws”). In using or accessing the Offerings, 
Customer will not and will not allow any third party to use the Offerings in violation of any Trade Laws or remove or export from the U.S., or 
allow the export or re-export of any part of the Offerings or any direct product thereof to any location, party, or end-user which the U.S. 
government or any agency thereof requires an export license or other governmental approval at the time of export or re-export without first 
obtaining such license or approval. Customer represents and warrants that it and any of its Users: (i) are not listed on any U.S. government 
list of prohibited or restricted parties, including the U.S. Treasury Department list of Specially Designated Nationals and Blocked Persons, or 
the U.S. Commerce Department Denied Persons List or Entity List; (ii) are not an entity or person who is organized under the laws of, ordinarily 
resident in, or controlled by the government of, any country or region (1) that is subject to a U.S. government embargo or comprehensive 
sanction, (2) to which the U.S. has prohibited export transactions, or (3) that has been designated by the U.S. government as a “terrorist 
supporting” country; (iii) will not use the Offerings for the manufacture, design or development of nuclear, chemical or biological weapons 
or missile technology, or for terrorist activity; and (iv) will not submit to the Offerings any information controlled under the U.S. International 
Traffic in Arms Regulations or listed on the Commerce Control List unless approved in writing by Collibra. Customer will notify Collibra 
promptly if it or any User becomes subject to any order or restriction listed in this Section 19.10 (Export). 

19.11. Compliance with Laws. Collibra will comply with all applicable Laws in its provision of the Offerings. 

19.12. Open Source and Third-Party Software. The Software may incorporate third-party open source software (“OSS”), as listed in the 
Documentation or provided by Collibra upon request. Customer’s internal use of the unmodified Software in the form provided and as 
authorized in this Agreement will not require Customer to comply with the terms of OSS licenses. 

19.13. Government End-Users. Elements of the Offerings are commercial computer software. If the user or licensee of the Offerings is an 
agency, department, or other entity of the United States Government, the use, duplication, reproduction, release, modification, disclosure, 
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or transfer of the Offerings or any related documentation of any kind, including technical data and manuals, is restricted by the terms of this 
Agreement in accordance with Federal Acquisition Regulation 12.212 for civilian purposes and Defense Federal Acquisition Regulation 
Supplement 227.7202 for military purposes. The Offerings were developed fully at private expense. All other use is prohibited. 

19.14. Third-Party Beneficiaries. Except as expressly provided in this Agreement, the Agreement does not create or establish any rights or 
beneficiaries for any person or entity that is not a party to this Agreement. 

19.15. Modifications to Agreement. Collibra may modify this Agreement (which may include changes to Offering pricing and plans) from 
time to time by giving notice to Customer by email or through the Offerings. Unless a shorter period is specified by Collibra (e.g., due to 
changes in the Law or exigent circumstances), modifications become effective upon renewal of Customer’s current Subscription Term or 
entry into a new Order. If Collibra specifies that the modifications to the Agreement will take effect prior to Customer’s next renewal or 
Order and Customer notifies Collibra of its objection to the modifications within 30 days after the date of such notice, Collibra (at its option 
and as Customer’s exclusive remedy) will either: (a) permit Customer to continue under the existing version of this Agreement until expiration 
of the then-current Subscription Term (after which time the modified Agreement will go into effect) or (b) allow Customer to terminate this 
Agreement and receive a refund of any pre-paid Service fees allocable to the terminated portion of the applicable Subscription Term. 
Customer may be required to click to accept or otherwise agree to the modified Agreement in order to continue using the Offerings, and, in 
any event, continued use of the Offerings after the updated version of this Agreement goes into effect will constitute Customer’s acceptance 
of such updated version. 

19.16. UAE hosting. If the UAE is the hosting region in the applicable Order, Customer acknowledges and agrees that: (i) certain 
functionalities/features may not be available to, or not be provided from, the UAE, and (ii) its purchase of the Offerings thereunder is not 
contingent on Collibra's delivery of any future functionality or features to, or from, the UAE. Support to Customer will be provided during 
Collibra’s normal business hours (9AM – 6PM CET). 

20. Definitions. 

“Affiliate” means an entity directly or indirectly owned or controlled by, or under common ownership or control with, a party, where 
“ownership” means the beneficial ownership of fifty percent (50%) or more of an entity’s voting equity securities or other equivalent voting 
interests and “control” means the power to direct the management or affairs of an entity. 

“Components” means the ancillary and/or supporting components, microservices, applications, plugins or any other generally-released code 
(and any APIs incorporated therein) provided to Customer by Collibra, whether delivered in hosted or downloadable on-premise format, for 
use with the Service and/or the Software (as the case may be) under this Agreement. Unless stated otherwise, on-premise Components are 
subject to the same terms as Software, and cloud Components are subject to the same terms as the Service. 

“Confidential Information” means information disclosed under this Agreement that is designated by the disclosing party as proprietary or 
confidential or that should be reasonably understood to be proprietary or confidential due to its nature and the circumstances of its 
disclosure. Collibra’s Confidential Information includes the terms and conditions of this Agreement and any non-public technical or 
performance information about the Offerings. Customer’s Confidential Information includes Customer Data. Confidential Information 
excludes information that the receiving party can document (a) is or becomes public knowledge through no fault of the receiving party, (b) 
it rightfully knew or possessed prior to receipt under this Agreement, (c) it rightfully received from a third-party without breach of 
confidentiality obligations, or (d) it independently developed without using the disclosing party’s Confidential Information. 

“Customer Data” means both Platform Data and Source Data. 

“Customer Materials” means materials, systems and other resources that Customer provides to Collibra in connection with Professional 
Services. 

“Documentation” means Collibra’s usage guidelines and standard technical documentation for the Offerings, the current version of which is 
here: https://productresources.collibra.com/documentation. 

“DPA” means the Data Processing Addendum, the current version of which is here: https://www.collibra.com/data-processing-addendum. 

“Excluded Marketplace Offerings” means the Collibra Partner Offerings and Collibra Community Offerings made available separately and 
subject to the accompanying terms found on the Collibra Marketplace located at: https://marketplace.collibra.com, and not this Agreement. 

“High Risk Activities” means activities where use or failure of the Offerings could lead to death, personal injury or environmental damage, 
including life support systems, emergency services, nuclear facilities, autonomous vehicles or air traffic control. 

“Law(s)” means all applicable local, state, federal and international laws, regulations and conventions, including those related to data privacy 
and data transfer, international communications and export of technical or personal data. 

“Offerings” means the Service and/or Software, as the case may be, as further identified in an Order. 

“Order” means any Collibra-provided ordering document, online registration, SOW, or order form for access or license to the Offerings, 
Support, Professional Services or related services that is agreed by the parties and references this Agreement. 

“Platform Data” means any data or content that classifies, organizes, defines or otherwise characterizes Source Data or Customer’s 
enterprise data structure (i.e., metadata), which establishes within the Service comprehensive data catalogues, data governance structures, 
business glossaries, business process descriptions, data stewardship roles and responsibilities, asset and domain lists and similar data 
governance concepts. Platform Data also includes logs, insights, statistics or reports that Collibra generates regarding the performance, 
availability, usage, integrity or security of the Service. For the avoidance of doubt, Platform Data is not Source Data.  

“Policies” means the Security Policy, Support Policy and SLA. 

https://productresources.collibra.com/documentation
https://www.collibra.com/data-processing-addendum
https://marketplace.collibra.com/
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“Professional Services” means professional services as may be provided by Collibra to assist Customer in using the Offerings, as identified in 
an Order, and may include (a) virtual or remote one-on-one guidance in general use of the Offerings, (b) access to Collibra University or other 
online or in-person training sessions, and/or (c) deployment, configuration or similar assistance. 

“Prohibited Data” means any (a) patient, medical or other protected health information regulated by the Health Insurance Portability and 
Accountability Act (as amended and supplemented), (b) credit, debit or other payment card data subject to the Payment Card Industry Data 
Security Standards (PCI DSS), and (c) any data similar to the above protected under foreign or domestic Laws. 

“Security Policy” means the Collibra Security Policy, the current version of which is here: https://www.collibra.com/security-policy.  

“Service” means Collibra’s proprietary software-as-a-service as modified from time to time, hosted by Collibra, as further identified in the 
relevant Order. The Service includes applicable on-premise Components, the Documentation, and any updates thereto, but excluding 
Professional Services deliverables. For the avoidance of doubt, Service does not include Excluded Marketplace Offerings and/or Third-Party 
Platforms. 

“SLA” means the Collibra Service Level Agreement, the current version of which is here: https://www.collibra.com/service-level-agreement. 

“Software” means the object code form of Collibra’s proprietary software product, delivered in a downloadable format for use within 
Customer’s own on-premise environment, or environment hosted or otherwise managed by Customer and not Collibra, as further identified 
in the relevant Order. The Software includes applicable cloud Components, the Documentation, and any updates thereto, but excluding 
Professional Services deliverables. For the avoidance of doubt, Software does not include Excluded Marketplace Offerings and/or Third-Party 
Platforms. 

“Source Data” means any data sets, or samples or subsets thereof, submitted by the Customer to the Service for profiling, sampling, 
classifying, cataloging, or other forms of analysis. As described in the Documentation, Customer controls whether Source Data is submitted 
to the Service.  

“SOW” means a Statement of Work referencing this Agreement and executed by both parties describing the Professional Services to be 
performed, fees and any applicable milestones, dependencies, and other technical specifications or related information. 

“Subscription Term” means the term for Customer’s use of the Offerings as identified in an Order. 

“Support” means support for the Offerings as described in the Support Policy. Customer’s Support level will be identified in the Order. 

“Support Policy” means the Collibra Support Policy, the current version of which is here: https://www.collibra.com/support-policy. 

“Third-Party Platform” means any platform, add-on, service, code (including open source) or product not provided by Collibra that Customer 
elects to integrate or enable for use with the Offerings. 

“Trials and Betas” means a portion of the Offering or features that may be offered on a free or trial basis or as an alpha, beta or early access 
offering. 

“Usage Limits” means Customer’s authorized scope of use for the Offerings as specified in the applicable Order, which may include any user, 
copy, columns, instance, CPU, computer, field of use or other metrics. 

“User” means any employee or contractor of Customer or its Affiliates that Customer allows to use the Offerings on its behalf. 

https://www.collibra.com/security-policy
https://www.collibra.com/service-level-agreement
https://www.collibra.com/support-policy
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Data Processing Addendum 
 
This Data Processing Addendum (“DPA”) is entered into by and between either Collibra Inc. or Collibra UK Limited 
(depending on the nature of your Agreement as defined below) (“Collibra”), and you, a customer of Collibra products 
and/or services (“Customer”), and amends and forms part of the commercial agreement between Customer and 
Collibra for Collibra products and/or services (the “Agreement”). This DPA is made effective as of the date of the 
Agreement and prevails over any conflicting term of the Agreement (except with respect to the Agreement’s liability 
and indemnification provisions), but does not otherwise modify the Agreement. If required by applicable law, Collibra 
may modify this DPA with respect to such requirements upon written notice to Customer via an email notification to 
the email address(es) registered by Customer here. All other modifications shall require the prior written consent of 
Customer and Collibra. 

1. Scope and Purpose of DPA 
 

1.1 This DPA applies to processing of personal data provided by Customer to Collibra for the purposes of (a) 
providing the services under the Agreement (the “Services”), and (b) maintaining, processing or otherwise 
managing such data solely for the benefit of and on behalf of Customer and under the exclusive direction and 
control of Customer, in each case solely in Collibra’s capacity as a service provider of Customer (collectively, the 
“Covered Data”). All personal data provided by Customer to Collibra in connection with the Services and/or its 
business relationship with Collibra that is not Covered Data is collected, processed, used and/or shared by 
Collibra in compliance with its Privacy Policy. 
 

1.2 A description of the Covered Data processed, as well as the nature and duration of such processing, is set forth 
on Exhibit A to this DPA. Collibra strives to process Covered Data in compliance with applicable laws, rules and 
regulations. The Schedules to this DPA address compliance with specific jurisdictional privacy laws, rules and 
regulations, and only govern Collibra’s processing of Covered Data hereunder to the extent such privacy laws, 
rules or regulations have jurisdiction over such Covered Data or Collibra’s processing thereof. 

1.3 Capitalized terms used but not defined herein have the meaning given to them in the Agreement. 

2. Confidentiality, Security and Personal Data Breaches 
 

2.1 Collibra will ensure that all personnel authorized to process Covered Data are subject to an obligation of 
confidentiality. 

2.2 Taking into account the state of the art, the costs of implementation and the nature, scope, context and purposes 
of processing as well as the risk of varying likelihood and severity for the rights and freedoms of natural persons, 
Collibra will implement appropriate technical and organizational measures to ensure a level of security 
appropriate to the risk, including the measures listed in the Collibra Security Policy. 

2.3 Customer acknowledges that the security measures in the Collibra Security Policy are appropriate in relation to 
the risks associated with Customer’s intended processing, and will notify Collibra prior to any intended processing 
for which Collibra’s security measures may not be appropriate. 

2.4 Collibra will notify Customer without undue delay after becoming aware of a data breach involving Covered Data. 
If Collibra’s notification is delayed, it will be accompanied by reasons for the delay. 

3. Audit Rights 
 

3.1 Collibra must make available to Customer all information necessary to demonstrate compliance with the 
obligations of this DPA and allow for and contribute to audits, including inspections, as mandated by an 
applicable, authorized governmental regulatory authority, or reasonably requested by Customer and performed by 
an independent auditor as agreed upon by Customer and Collibra. 
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3.2 Collibra will inform Customer if Collibra believes that Customer’s instruction under Section 3.1 infringes or violates 
applicable law. Collibra may suspend the audit or inspection, or withhold requested information until Collibra has 
modified or confirmed the lawfulness of the instructions in writing. 

3.3 Collibra and Customer each bear their own costs related to an audit. 

4. Subprocessors 

Exhibit B to this DPA identifies the current third parties and Collibra affiliated entities (“Subprocessors”) processing 
Covered Data as part of the Services, as well as the procedure and notification process for the adding new 
Subprocessors. Specific obligations with respect to Subprocessors required under applicable law are addressed within the 
jurisdiction specific Schedules to this DPA. 

5. Termination and return or deletion 
 

5.1 This DPA is terminated upon Collibra’s deletion of all Covered Data. 

5.2 Customer may request return of Covered Data up to thirty (30) days after termination of the Agreement. Unless 
required or permitted by applicable law, Collibra will securely delete all remaining copies of Covered Data within 
90 to 120 days after termination of the Agreement. 

6. Notifications 

Customer will send all notifications, requests and instructions under this DPA to Collibra’s Data Protection Officer via 
email to privacy@collibra.com. 

7. No Liability 

In no event shall Collibra be liable for any damages, fines, or costs arising from or related to the acts or omissions of 
Customer in relation to the subject matter of this DPA, including to the extent that the Agreement requires Collibra to 
collect, use, retain, disclose, or reidentify any Covered Data as directed by Customer. 

8. Invalidity and severability 

If any provision of this DPA is found by any court or administrative body of competent jurisdiction to be invalid or 
unenforceable, then the invalidity or unenforceability of such provision does not affect any other provision of this DPA and 
all provisions not affected by such invalidity or unenforceability will remain in full force and effect. 
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EXHIBIT A 

DESCRIPTION OF THE PROCESSING 

1.  Data Subjects 

The Covered Data processed concerns the following categories of data subjects: 

 
# Category 

1 Users of the Services 
2 Data subjects whose data Customer processes and chooses to reference or profile within the 

Services. 
 

2.  Categories of Covered Data 

The Covered Data processed concerns the following categories of data: 

 
# Category 

1 Contact information and roles and titles of users of the Services, Collibra account access credentials, 
and information about Users’ use of the Services; 

2 Any data categories profiled by Customer via Collibra’s cloud services. 

3 Any additional data submitted by Customer to the Services, including IP addresses, user behavior 
and personal data which may be included in metadata or otherwise referenced by Customers in the 
Services. 

3.  Special categories data 

The Covered Data processed concern the following special/ sensitive categories of data: 

 
# Category 

1 The Services are not intended to process special or sensitive categories of data, but there is a 
possibility that a limited amount of sensitive data is present in profiled data provided by Customer. 
Whether this occurs is not within Collibra’s control and depends on the contents of the data sets for 
which Customers use the Services. 

 
4.  Nature and Purpose of the Processing 

The Covered Data processed will be subject to the following basic processing activities: 

 
# Operation 

1 Allowing User access, differentiating User access and control rights, identifying data stewards and 
other roles and responsibilities within the product, User notifications related to product usage, and 
similar processing activities necessary to allow Users full access to and use of the Services 
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2 Profiling Customer personal data for Customer as performed by Customer within the Services 

3 Customer referencing Customer personal data within the Services 

5.  Duration of the Processing 

The Covered Data will be processed for the duration of the performance of the Services and shall be deleted within 90 to 
120 days after the termination of the Agreement 
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EXHIBIT B 

SUBPROCESSORS 

Collibra Subprocessors are listed here, as may be updated from time to time by Collibra. When Collibra intends to engage 
a new Subprocessor, Collibra will notify Customer of the engagement at least thirty (30) calendar days before any new 
Subprocessor Processes any Covered Data, except that if Collibra reasonably believes engaging a new Subprocessor on 
an expedited basis is necessary to protect the confidentiality, integrity or availability of the Covered Data or avoid material 
disruption to the Services, Collibra will give such notice as soon as reasonably practicable. If, within fifteen (15) calendar 
days after such notice, Customer notifies Collibra in writing that Customer objects to Collibra’s appointment of a new 
Subprocessor based on reasonable data protection concerns, Collibra will discuss such concerns in good faith with 
Customer to see whether they can be resolved. If the parties are not able to mutually agree to a resolution of such 
concerns, Customer, as its sole and exclusive remedy, may terminate the Agreement. 

Any Subprocessor notification provided to Customer by Collibra as contemplated by this Exhibit B may be given by 
updating the Subprocessor page here and via an email notification to the email address which Customer provides to 
Collibra here. 
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Schedule 1 

European Economic Area and UK Data Protection Law 

This Schedule 1 to the DPA applies solely to the processing of Covered Data under EEA/UK Data Protection Law, as 
defined herein. 

1. Definitions 

In this Schedule 1: 

1.1. “Collibra BCRs” means Collibra’s Binding Corporate Rules for Processors which are incorporated by reference to 
this DPA, and the most current version of which are on Collibra’s website here. 

1.2 “Controller”, “Data Subject”, “Personal Data”, “Personal Data Breach”, “Processing”, “Processor”, and 
“Supervisory Authority” have the meaning given to them in the EEA/UK Data Protection Law. 

1.3. “Customer Personal Data” means any Personal Data of Customer, the Processing of which is subject to EEA/UK 
Data Protection Law, for which Customer or Customer’s customers are the Controller, and which is Processed by 
Collibra to provide the Services. 

1.4. “EEA/UK Data Protection Law” means Data Protection Directive 95/46/EC, General Data Protection Regulation 
(EU) 2016/679 (“GDPR”), and e-Privacy Directive 2002/58/EC (as amended by Directive 2009/136/EC), and their 
national implementations in the European Economic Area (“EEA”) and Switzerland, and the UK General Data 
Protection Regulation (“UK GDPR”), each as applicable, and as may be amended or replaced from time to time. 

1.5. “Data Subject Rights” means Data Subjects’ rights to information, access, rectification, erasure, restriction, 
portability, objection, and not to be subject to automated individual decision-making in accordance with EEA/UK Data 
Protection Law. 

1.6. “International Data Transfer” means any transfer of Customer Personal Data from the EEA, Switzerland or the 
United Kingdom to an international organization or to a country outside of the EEA, Switzerland and the United 
Kingdom. 

1.7. “Subprocessor” means a Processor engaged by Collibra to Process Customer Personal Data. 

1.8. “Standard Contractual Clauses” means (a) the clauses annexed to the Commission Implementing Decision (EU) 
2021/914 of 4 June 2021 on standard contractual clauses for the transfer of personal data to third countries pursuant 
to Regulation (EU) 2016/679 of the European Parliament and of the Council C/2021/3972, and (b) solely to the extent 
applicable, the International Data Transfer Addendum to the EU Commission Standard Contractual Clauses as 
promulgated under the UK GDPR. 

2. Scope and applicability 

2.1. This Schedule 1 applies solely with respect to Collibra’s Processing of Personal Data as a Processor. This Schedule 
1 shall not apply to Personal Data Processing by Collibra as a Controller. 

2.2. The subject matter, nature and purpose of the Processing, duration of the Processing, the types of Customer 
Personal Data and categories of Data Subjects are set out in Exhibit A to the DPA. 

2.3. Where Customer is a Controller, Customer appoints Collibra as a Processor on behalf of Customer. Customer is 
responsible for compliance with the requirements of EEA/UK Data Protection Law applicable to Controllers. 

2.4. If Customer is a Processor on behalf of other Controller(s), then Customer: is the single point of contact for Collibra; 
must obtain all necessary authorizations from such other Controller(s); undertakes to issue all instructions and 



 

Collibra © v.1.2024  — 15 March 2024 7 

exercise all rights on behalf of such other Controller(s); and is responsible for compliance with the requirements of 
EEA/UK Data Protection Law applicable to Processors. 

2.5. Customer acknowledges that Collibra may Process Personal Data relating to the operation, support, or use of the 
Services for its own business purposes, such as billing, account management, data analysis, benchmarking, 
technical support, product development, and compliance with law. Collibra is the Controller for such Processing and 
will Process such data in accordance with EEA/UK Data Protection Law. 

3. Instructions 

3.1. Collibra will Process Customer Personal Data to provide the Services and in accordance with Customer’s 
documented instructions. 

3.2. The Controller’s instructions are documented in this DPA, the Agreement, and any applicable statement of work. 

3.3. Customer may reasonably issue additional instructions as necessary to comply with EEA/UK Data Protection Law. 
Collibra may charge a reasonable fee to comply with any additional instructions. 

3.4. Unless prohibited by applicable law, Collibra will inform Customer if Collibra is subject to a legal obligation that 
requires Collibra to Process Customer Personal Data in contravention of Customer’s documented instructions. 

4. Subprocessing 

4.1. Customer hereby authorizes Collibra to engage the Subprocessors as referenced on Exhibit B to the DPA. 

4.2. Collibra will enter into a written agreement with Subprocessors, which imposes the same obligations as required by 
EEA/UK Data Protection Law. 

4.3. Customer agrees that Customer’s authorization to engage the Subprocessors and Collibra’s obligations under 
Section 4.2 satisfy the requirements of the Standard Contractual Clauses between Customer and Collibra under 
Clause 9(a), as applicable. 

4.4. Collibra will be responsible and liable for the acts, omissions or defaults of its Subprocessors in the performance of 
obligations under this DPA as if they were Collibra’s own acts, omissions or defaults, except as otherwise set forth in 
the Agreement or required by EEA/ UK Data Protection Law. 

5. Assistance 

5.1. Taking into account the nature of the Processing, and the information available to Collibra, Collibra will assist 
Customer, including, as appropriate, by implementing technical and organizational measures, with the fulfilment of 
Customer’s own obligations under EEA/UK Data Protection Law to: comply with requests to exercise Data Subject 
Rights; conduct data protection impact assessments, and prior consultations with Supervisory Authorities; and notify 
a Personal Data Breach. 

5.2. Collibra will maintain records of Processing of Customer Personal Data in accordance with EEA/UK Data Protection 
Law. 

5.3. Collibra may charge a reasonable fee for assistance under this Section 5. If Collibra is at fault, Collibra and Customer 
shall each bear their own costs related to assistance. 

6. International Data Transfers 

6.1. Customer hereby authorizes Collibra to perform International Data Transfers to any country deemed adequate by the 
EU Commission; on the basis of appropriate safeguards in accordance with EEA/UK Data Protection Law; pursuant 
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to Collibra’s BCRs; or, where the BCRs are not applicable, pursuant to the Standard Contractual Clauses referred to 
in Section 6.2. 

6.2. Customer and Collibra Inc., on behalf of itself and its affiliates outside of the EEA referenced here, shall conclude the 
Standard Contractual Clauses, attached hereto as Appendix 1 to this Schedule 1. 

6.3. If Collibra’s compliance with EEA/UK Data Protection Law applicable to International Data Transfers is affected by 
circumstances outside of Collibra’s control, including if a legal instrument for International Data Transfers is 
invalidated, amended, or replaced, then Customer and Collibra will work together in good faith to reasonably resolve 
such non-compliance. 

7. Information Security Incidents 

Customer agrees that the provisions of Section 2 of this DPA shall satisfy the requirements of the Standard 
Contractual Clauses between Customer and Collibra under Clause 8.6. 

8. Audit 

Customer agrees that the provisions of Section 3 of this DPA shall satisfy the parties’ rights and obligations of the 
Standard Contractual Clauses between Customer and Collibra under Clause 8.9. 
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APPENDIX 1 TO SCHEDULE 1 

STANDARD CONTRACTUAL CLAUSES (CONTROLLER TO PROCESSOR AND PROCESSOR TO PROCESSOR) 

Reading Guide: 

With respect to the implementation of the Standard Contractual Clauses under the Agreement, either one or both of 
Module Two: Controller to Processor of the Standard Contractual Clauses (“Module Two”) and Module Three: Processor 
to Processor of the Standard Contractual Clauses (“Module Three”) shall apply, and both Module Two and Module Three 
are referenced herein. To the extent Module Two and Module Three differ, those differences are highlighted below. Where 
Module Two and Module Three do not differ, the identical provisions are referenced only once. 

As specified in the Standard Contractual Clauses below, for both Module Two and Module Three, the following optional 
provisions are selected: 

1. Clause 7: Docking Clause 

2. Clause 9(a) Use of Sub-processors: Option 2 - General Written Authorization, with a notice period of 30 days has 
been selected. 

3. Clause 11 Redress: The optional clause is not included. 

4. Clause 17 Governing Law: Option 1, the governing law of Belgium. 

5. Clause 18(b) Choice of Forum and Jurisdiction, the courts of Belgium. 
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SECTION I 

Clause 1 

Purpose and scope 

(a) The purpose of these standard contractual clauses is to ensure compliance with the requirements of Regulation (EU) 
2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of natural persons with 
regard to the processing of personal data and on the free movement of such data (General Data Protection 
Regulation) for the transfer of personal data to a third country. 

(b) The Parties: 

(i) the natural or legal person(s), public authority/ies, agency/ies or other body/ies (hereinafter “entity/ies”) 
transferring the personal data, as listed in Annex I.A. (hereinafter each “data exporter”), and 

(ii) the entity/ies in a third country receiving the personal data from the data exporter, directly or indirectly via 
another entity also Party to these Clauses, as listed in Annex I.A. (hereinafter each “data importer”) have agreed to 
these standard contractual clauses (hereinafter: “Clauses”). 

(c) These Clauses apply with respect to the transfer of personal data as specified in Annex I.B. 

(d) The Appendix to these Clauses containing the Annexes referred to therein forms an integral part of these Clauses. 

Clause 2 

Effect and invariability of the Clauses 

(a) These Clauses set out appropriate safeguards, including enforceable data subject rights and effective legal 
remedies, pursuant to Article 46(1) and Article 46 (2)(c) of Regulation (EU) 2016/679 and, with respect to data 
transfers from controllers to processors and/or processors to processors, standard contractual clauses pursuant to 
Article 28(7) of Regulation (EU) 2016/679, provided they are not modified, except to add or update information in the 
Appendix. This does not prevent the Parties from including the standard contractual clauses laid down in these 
Clauses in a wider contract and/or to add other clauses or additional safeguards, provided that they do not contradict, 
directly or indirectly, these Clauses or prejudice the fundamental rights or freedoms of data subjects. 

(b) These Clauses are without prejudice to obligations to which the data exporter is subject by virtue of Regulation (EU) 
2016/679. 

Clause 3 

Third-party beneficiaries 

(a) Data subjects may invoke and enforce these Clauses, as third-party beneficiaries, against the data exporter and/or 
data importer, with the following exceptions: 

(i) Clause 1, Clause 2, Clause 3, Clause 6, Clause 7; 

(ii) For Module Two: Clause 8.1(b), 8.9(a), (c), (d) and (e); For Module Three: Clause 8.1(a), (c) and (d) and Clause 
8.9(a), (c), (d), (e), (f) and (g); 

(iii) For Module Two: Clause 9(a), (c), (d) and (e); For Module Three: Clause 9(a), (c), (d) and (e) 

(iv) Clause 12(a), (d) and (f); 
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(v) Clause 13; 

(vi) Clause 15.1(c), (d) and (e); 

(vii) Clause 16(e); 

(viii) Clause 18(a) and (b) 

(b) Paragraph (a) is without prejudice to rights of data subjects under Regulation (EU) 2016/679. 

Clause 4 

Interpretation 

(a) Where these Clauses use terms that are defined in Regulation (EU) 2016/679, those terms shall have the same 
meaning as in that Regulation. 

(b) These Clauses shall be read and interpreted in the light of the provisions of Regulation (EU) 2016/679. 

(c) These Clauses shall not be interpreted in a way that conflicts with rights and obligations provided for in Regulation 
(EU) 2016/679. 

Clause 5 

Hierarchy 

In the event of a contradiction between these Clauses and the provisions of related agreements between the Parties, 
existing at the time these Clauses are agreed or entered into thereafter, these Clauses shall prevail. 

Clause 6 

Description of the transfer(s) 

The details of the transfer(s), and in particular the categories of personal data that are transferred and the purpose(s) for 
which they are transferred, are specified in Annex I.B. 

Clause 7 

Docking clause 

(a) An entity that is not a Party to these Clauses may, with the agreement of the Parties, accede to these Clauses at any 
time, either as a data exporter or as a data importer, by completing the Appendix and signing Annex I.A. 

(b) Once it has completed the Appendix and signed Annex I.A, the acceding entity shall become a Party to these 
Clauses and have the rights and obligations of a data exporter or data importer in accordance with its designation in 
Annex I.A. 

(c) The acceding entity shall have no rights or obligations arising under these Clauses from the period prior to becoming 
a Party. 
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SECTION II – OBLIGATIONS OF THE PARTIES 

Clause 8 

Data protection safeguards 

The data exporter warrants that it has used reasonable efforts to determine that the data importer is able, through the 
implementation of appropriate technical and organisational measures, to satisfy its obligations under these Clauses. 

FOR MODULE TWO: TRANSFER CONTROLLER TO PROCESSOR 

8.1 Instructions 

(a) The data importer shall process the personal data only on documented instructions from the data exporter. The data 
exporter may give such instructions throughout the duration of the contract. 

(b) The data importer shall immediately inform the data exporter if it is unable to follow those instructions. 

8.2 Purpose limitation 

The data importer shall process the personal data only for the specific purpose(s) of the transfer, as set out in Annex I.B, 
unless on further instructions from the data exporter. 

8.3 Transparency 

On request, the data exporter shall make a copy of these Clauses, including the Appendix as completed by the Parties, 
available to the data subject free of charge. To the extent necessary to protect business secrets or other confidential 
information, including the measures described in Annex II and personal data, the data exporter may redact part of the text 
of the Appendix to these Clauses prior to sharing a copy, but shall provide a meaningful summary where the data subject 
would otherwise not be able to understand its content or exercise his/her rights. On request, the Parties shall provide the 
data subject with the reasons for the redactions, to the extent possible without revealing the redacted information. This 
Clause is without prejudice to the obligations of the data exporter under Articles 13 and 14 of Regulation (EU) 2016/679. 

8.4 Accuracy 

If the data importer becomes aware that the personal data it has received is inaccurate, or has become outdated, it shall 
inform the data exporter without undue delay. In this case, the data importer shall cooperate with the data exporter to 
erase or rectify the data. 

8.5 Duration of processing and erasure or return of data 

Processing by the data importer shall only take place for the duration specified in Annex I.B. After the end of the provision 
of the processing services, the data importer shall, at the choice of the data exporter, delete all personal data processed 
on behalf of the data exporter and certify to the data exporter that it has done so, or return to the data exporter all 
personal data processed on its behalf and delete existing copies. Until the data is deleted or returned, the data importer 
shall continue to ensure compliance with these Clauses. In case of local laws applicable to the data importer that prohibit 
return or deletion of the personal data, the data importer warrants that it will continue to ensure compliance with these 
Clauses and will only process it to the extent and for as long as required under that local law. This is without prejudice to 
Clause 14, in particular the requirement for the data importer under Clause 14(e) to notify the data exporter throughout the 
duration of the contract if it has reason to believe that it is or has become subject to laws or practices not in line with the 
requirements under Clause 14(a). 

8.6 Security of processing 
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(a) The data importer and, during transmission, also the data exporter shall implement appropriate technical and 
organisational measures to ensure the security of the data, including protection against a breach of security leading 
to accidental or unlawful destruction, loss, alteration, unauthorised disclosure or access to that data (hereinafter 
“personal data breach”). In assessing the appropriate level of security, the Parties shall take due account of the state 
of the art, the costs of implementation, the nature, scope, context and purpose(s) of processing and the risks 
involved in the processing for the data subjects. The Parties shall in particular consider having recourse to encryption 
or pseudonymisation, including during transmission, where the purpose of processing can be fulfilled in that manner. 
In case of pseudonymisation, the additional information for attributing the personal data to a specific data subject 
shall, where possible, remain under the exclusive control of the data exporter. In complying with its obligations under 
this paragraph, the data importer shall at least implement the technical and organisational measures specified in 
Annex II. The data importer shall carry out regular checks to ensure that these measures continue to provide an 
appropriate level of security. 

(b) The data importer shall grant access to the personal data to members of its personnel only to the extent strictly 
necessary for the implementation, management and monitoring of the contract. It shall ensure that persons 
authorised to process the personal data have committed themselves to confidentiality or are under an appropriate 
statutory obligation of confidentiality. 

(c) In the event of a personal data breach concerning personal data processed by the data importer under these 
Clauses, the data importer shall take appropriate measures to address the breach, including measures to mitigate its 
adverse effects. The data importer shall also notify the data exporter without undue delay after having become aware 
of the breach. Such notification shall contain the details of a contact point where more information can be obtained, a 
description of the nature of the breach (including, where possible, categories and approximate number of data 
subjects and personal data records concerned), its likely consequences and the measures taken or proposed to 
address the breach including, where appropriate, measures to mitigate its possible adverse effects. Where, and in so 
far as, it is not possible to provide all information at the same time, the initial notification shall contain the information 
then available and further information shall, as it becomes available, subsequently be provided without undue delay. 

(d) The data importer shall cooperate with and assist the data exporter to enable the data exporter to comply with its 
obligations under Regulation (EU) 2016/679, in particular to notify the competent supervisory authority and the 
affected data subjects, taking into account the nature of processing and the information available to the data 
importer. 

8.7 Sensitive data 

Where the transfer involves personal data revealing racial or ethnic origin, political opinions, religious or philosophical 
beliefs, or trade union membership, genetic data, or biometric data for the purpose of uniquely 

identifying a natural person, data concerning health or a person’s sex life or sexual orientation, or data relating to criminal 
convictions and offences (hereinafter “sensitive data”), the data importer shall apply the specific restrictions and/or 
additional safeguards described in Annex I.B. 

8.8 Onward transfers 

The data importer shall only disclose the personal data to a third party on documented instructions from the data exporter. 
In addition, the data may only be disclosed to a third party located outside the European Union (in the same country as 
the data importer or in another third country, hereinafter “onward transfer”) if the third party is or agrees to be bound by 
these Clauses, or if: 

(i) the onward transfer is to a country benefitting from an adequacy decision pursuant to Article 45 of Regulation (EU) 
2016/679 that covers the onward transfer; 

(ii)  the third party otherwise ensures appropriate safeguards pursuant to Articles 46 or 47 Regulation of (EU) 2016/679 
with respect to the processing in question; 
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(iii)  the onward transfer is necessary for the establishment, exercise or defence of legal claims in the context of specific 
administrative, regulatory or judicial proceedings; or 

(iv)  the onward transfer is necessary in order to protect the vital interests of the data subject or of another natural person. 

Any onward transfer is subject to compliance by the data importer with all the other safeguards under these Clauses, in 
particular purpose limitation. 

8.9 Documentation and compliance 

(a)  The data importer shall promptly and adequately deal with enquiries from the data exporter that relate to the 
processing under these Clauses. 

(b)  The Parties shall be able to demonstrate compliance with these Clauses. In particular, the data importer shall keep 
appropriate documentation on the processing activities carried out on behalf of the data exporter. 

(c)  The data importer shall make available to the data exporter all information necessary to demonstrate compliance with 
the obligations set out in these Clauses and at the data exporter’s request, allow for and contribute to audits of the 
processing activities covered by these Clauses, at reasonable intervals or if there are indications of non-compliance. 
In deciding on a review or audit, the data exporter may take into account relevant certifications held by the data 
importer. 

(d) The data exporter may choose to conduct the audit by itself or mandate an independent auditor. Audits may include 
inspections at the premises or physical facilities of the data importer and shall, where appropriate, be carried out with 
reasonable notice. 

(e) The Parties shall make the information referred to in paragraphs (b) and (c), including the results of any audits, 
available to the competent supervisory authority on request. 

FOR MODULE THREE: TRANSFER PROCESSOR TO PROCESSOR 

8.1 Instructions 

(a) The data exporter has informed the data importer that it acts as processor under the instructions of its controller(s), 
which the data exporter shall make available to the data importer prior to processing. 

(b) The data importer shall process the personal data only on documented instructions from the controller, as 
communicated to the data importer by the data exporter, and any additional documented instructions from the data 
exporter. Such additional instructions shall not conflict with the instructions from the controller. The controller or data 
exporter may give further documented instructions regarding the data processing throughout the duration of the 
contract. 

(c) The data importer shall immediately inform the data exporter if it is unable to follow those instructions. Where the 
data importer is unable to follow the instructions from the controller, the data exporter shall immediately notify the 
controller. 

(d) The data exporter warrants that it has imposed the same data protection obligations on the data importer as set out 
in the contract or other legal act under Union or Member State law between the controller and the data exporter. 

8.2 Purpose limitation 

The data importer shall process the personal data only for the specific purpose(s) of the transfer, as set out in Annex I.B., 
unless on further instructions from the controller, as communicated to the data importer by the data exporter, or from the 
data exporter. 
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8.3 Transparency 

On request, the data exporter shall make a copy of these Clauses, including the Appendix as completed by the Parties, 
available to the data subject free of charge. To the extent necessary to protect business secrets or other confidential 
information, including personal data, the data exporter may redact part of the text of the Appendix prior to sharing a copy, 
but shall provide a meaningful summary where the data subject would otherwise not be able to understand its content or 
exercise his/her rights. On request, the Parties shall provide the data subject with the reasons for the redactions, to the 
extent possible without revealing the redacted information. 

8.4 Accuracy 

If the data importer becomes aware that the personal data it has received is inaccurate, or has become outdated, it shall 
inform the data exporter without undue delay. In this case, the data importer shall cooperate with the data exporter to 
rectify or erase the data. 

8.5 Duration of processing and erasure or return of data 

Processing by the data importer shall only take place for the duration specified in Annex I.B. After the end of the provision 
of the processing services, the data importer shall, at the choice of the data exporter, delete all personal data processed 
on behalf of the controller and certify to the data exporter that it has done so, or return to the data exporter all personal 
data processed on its behalf and delete existing copies. Until the data is deleted or returned, the data importer shall 
continue to ensure compliance with these Clauses. In case of local laws applicable to the data importer that prohibit return 
or deletion of the personal data, the data importer warrants that it will continue to ensure compliance with these Clauses 
and will only process it to the extent and for as long as required under that local law. This is without prejudice to Clause 
14, in particular the requirement for the data importer under Clause 14(e) to notify the data exporter throughout the 
duration of the contract if it has reason to believe that it is or has become subject to laws or practices not in line with the 
requirements under Clause 14(a). 

8.6 Security of processing 

(a) The data importer and, during transmission, also the data exporter shall implement appropriate technical and 
organisational measures to ensure the security of the data, including protection against a breach of security leading 
to accidental or unlawful destruction, loss, alteration, unauthorised disclosure or access to that data (hereinafter 
“personal data breach”). In assessing the appropriate level of security, they shall take due account of the state of the 
art, the costs of implementation, the nature, scope, context and purpose(s) of processing and the risks involved in the 
processing for the data subject. The Parties shall in particular consider having recourse to encryption or 
pseudonymisation, including during transmission, where the purpose of processing can be fulfilled in that manner. In 
case of pseudonymisation, the additional information for attributing the personal data to a specific data subject shall, 
where possible, remain under the exclusive control of the data exporter or the controller. In complying with its 
obligations under this paragraph, the data importer shall at least implement the technical and organisational 
measures specified in Annex II. The data importer shall carry out regular checks to ensure that these measures 
continue to provide an appropriate level of security. 

(b) The data importer shall grant access to the data to members of its personnel only to the extent strictly necessary for 
the implementation, management and monitoring of the contract. It shall ensure that persons authorised to process 
the personal data have committed themselves to confidentiality or are under an appropriate statutory obligation of 
confidentiality. 

(c) In the event of a personal data breach concerning personal data processed by the data importer under these 
Clauses, the data importer shall take appropriate measures to address the breach, including measures to mitigate its 
adverse effects. The data importer shall also notify, without undue delay, the data exporter and, where appropriate 
and feasible, the controller after having become aware of the breach. Such notification shall contain the details of a 
contact point where more information can be obtained, a description of the nature of the breach (including, where 
possible, categories and approximate number of data subjects and personal data records concerned), its likely 
consequences and the measures taken or proposed to address the data breach, including measures to mitigate its 
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possible adverse effects. Where, and in so far as, it is not possible to provide all information at the same time, the 
initial notification shall contain the information then available and further information shall, as it becomes available, 
subsequently be provided without undue delay. 

(d) The data importer shall cooperate with and assist the data exporter to enable the data exporter to comply with its 
obligations under Regulation (EU) 2016/679, in particular to notify its controller so that the latter may in turn notify the 
competent supervisory authority and the affected data subjects, taking into account the nature of processing and the 
information available to the data importer. 

8.7 Sensitive data 

Where the transfer involves personal data revealing racial or ethnic origin, political opinions, religious or philosophical 
beliefs, or trade union membership, genetic data, or biometric data for the purpose of uniquely identifying a natural 
person, data concerning health or a person’s sex life or sexual orientation, or data relating to criminal convictions and 
offences (hereinafter “sensitive data”), the data importer shall apply the specific restrictions and/or additional safeguards 
set out in Annex I.B. 

8.8 Onward transfers 

The data importer shall only disclose the personal data to a third party on documented instructions from the controller, as 
communicated to the data importer by the data exporter. In addition, the data may only be disclosed to a third party 
located outside the European Union (in the same country as the data importer or in another third country, hereinafter 
“onward transfer”) if the third party is or agrees to be bound by these Clauses or if: 

(i) the onward transfer is to a country benefiting from an adequacy decision pursuant to Article 45 of Regulation 
(EU) 2016/679 that covers the onward transfer; 

(ii) the third party otherwise ensures appropriate safeguards pursuant to Articles 46 or 47 of Regulation (EU) 
2016/679; 

(iii) the onward transfer is necessary for the establishment, exercise or defence of legal claims in the context of 
specific administrative, regulatory or judicial proceedings; or 

(iv) the onward transfer is necessary in order to protect the vital interests of the data subject or of another natural 
person. 

Any onward transfer is subject to compliance by the data importer with all the other safeguards under these Clauses, in 
particular purpose limitation. 

8.9 Documentation and compliance 

(a) The data importer shall promptly and adequately deal with enquiries from the data exporter or the controller that 
relate to the processing under these Clauses. 

(b) The Parties shall be able to demonstrate compliance with these Clauses. In particular, the data importer shall keep 
appropriate documentation on the processing activities carried out on behalf of the controller. 

(c) The data importer shall make all information necessary to demonstrate compliance with the obligations set out in 
these Clauses available to the data exporter, which shall provide it to the controller. 

(d) The data importer shall allow for and contribute to audits by the data exporter of the processing activities covered by 
these Clauses, at reasonable intervals or if there are indications of non-compliance. The same shall apply where the 
data exporter requests an audit on instructions of the controller. In deciding on an audit, the data exporter may take 
into account relevant certifications held by the data importer. 
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(e) Where the audit is carried out on the instructions of the controller, the data exporter shall make the results available 
to the controller.  

(f) The data exporter may choose to conduct the audit by itself or mandate an independent auditor. Audits may include 
inspections at the premises or physical facilities of the data importer and shall, where appropriate, be carried out with 
reasonable notice. 

(g) The Parties shall make the information referred to in paragraphs (b) and (c), including the results of any audits, 
available to the competent supervisory authority on request. 

Clause 9 

Use of sub-processors 

FOR MODULE TWO: TRANSFER CONTROLLER TO PROCESSOR 

(a) The data importer has the data exporter’s general authorisation for the engagement of subprocessor(s) from an 
agreed list. The data importer shall specifically inform the data exporter in writing of any intended changes to that list 
through the addition or replacement of sub-processors at least 30 days in advance, thereby giving the data exporter 
sufficient time to be able to object to such changes prior to the engagement of the sub-processor(s). The data 
importer shall provide the data exporter with the information necessary to enable the data exporter to exercise its 
right to object. 

(b) Where the data importer engages a sub-processor to carry out specific processing activities (on behalf of the data 
exporter), it shall do so by way of a written contract that provides for, in substance, the same data protection 
obligations as those binding the data importer under these Clauses, including in terms of third-party beneficiary rights 
for data subjects. The Parties agree that, by complying with this Clause, the data importer fulfils its obligations under 
Clause 8.8. The data importer shall ensure that the sub-processor complies with the obligations to which the data 
importer is subject pursuant to these Clauses. 

(c) The data importer shall provide, at the data exporter’s request, a copy of such a sub- processor agreement and any 
subsequent amendments to the data exporter. To the extent necessary to protect business secrets or other 
confidential information, including personal data, the data importer may redact the text of the agreement prior to 
sharing a copy. 

(d) The data importer shall remain fully responsible to the data exporter for the performance of the sub-processor’s 
obligations under its contract with the data importer. The data importer shall notify the data exporter of any failure by 
the sub- processor to fulfil its obligations under that contract. 

(e) The data importer shall agree a third-party beneficiary clause with the sub-processor whereby - in the event the data 
importer has factually disappeared, ceased to exist law or has become insolvent - the data exporter shall have the 
right to terminate the sub-processor contract and to instruct the sub-processor to erase or return the personal data. 

FOR MODULE THREE: TRANSFER PROCESSOR TO PROCESSOR 

(a) The data importer has the controller’s general authorisation for the engagement of subprocessor(s) from an agreed 
list. The data importer shall specifically inform the controller in writing of any intended changes to that list through the 
addition or replacement of sub- processors at least 30 days in advance, thereby giving the controller sufficient time to 
be able to object to such changes prior to the engagement of the subprocessor(s). The data importer shall provide 
the controller with the information necessary to enable the controller to exercise its right to object. The data importer 
shall inform the data exporter of the engagement of the subprocessor(s). 

(b) Where the data importer engages a sub-processor to carry out specific processing activities (on behalf of the 
controller), it shall do so by way of a written contract that provides for, in substance, the same data protection 
obligations as those binding the data importer under these Clauses, including in terms of third-party beneficiary rights 
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for data subjects. The Parties agree that, by complying with this Clause, the data importer fulfils its obligations under 
Clause 8.8. The data importer shall ensure that the sub-processor complies with the obligations to which the data 
importer is subject pursuant to these Clauses. 

(c) The data importer shall provide, at the data exporter’s or controller’s request, a copy of such a subprocessor 
agreement and any subsequent amendments. To the extent necessary to protect business secrets or other 
confidential information, including personal data, the data importer may redact the text of the agreement prior to 
sharing a copy. 

(d) The data importer shall remain fully responsible to the data exporter for the performance of the sub-processor’s 
obligations under its contract with the data importer. The data importer shall notify the data exporter of any failure by 
the sub-processor to fulfil its obligations under that contract. 

(e) The data importer shall agree a third-party beneficiary clause with the sub-processor whereby - in the event the data 
importer has factually disappeared, ceased to exist in law or has become insolvent - the data exporter shall have the 
right to terminate the sub-processor contract and to instruct the sub-processor to erase or return the personal data. 

Clause 10 

Data subject rights 

FOR MODULE TWO: TRANSFER CONTROLLER TO PROCESSOR 

(a) The data importer shall promptly notify the data exporter of any request it has received from a data subject. It shall 
not respond to that request itself unless it has been authorised to do so by the data exporter. 

(b) The data importer shall assist the data exporter in fulfilling its obligations to respond to data subjects’ requests for the 
exercise of their rights under Regulation (EU) 2016/679. In this regard, the Parties shall set out in Annex II the 
appropriate technical and organisational measures, taking into account the nature of the processing, by which the 
assistance shall be provided, as well as the scope and the extent of the assistance required. 

(c) In fulfilling its obligations under paragraphs (a) and (b), the data importer shall comply with the instructions from the 
data exporter. 

FOR MODULE THREE: TRANSFER PROCESSOR TO PROCESSOR 

(a) The data importer shall promptly notify the data exporter and, where appropriate, the controller of any request it has 
received from a data subject, without responding to that request unless it has been authorised to do so by the 
controller. 

(b) The data importer shall assist, where appropriate in cooperation with the data exporter, the controller in fulfilling its 
obligations to respond to data subjects’ requests for the exercise of their rights under Regulation (EU) 2016/679 or 
Regulation (EU) 2018/1725, as applicable. In this regard, the Parties shall set out in Annex II the appropriate 
technical and organisational measures, taking into account the nature of the processing, by which the assistance 
shall be provided, as well as the scope and the extent of the assistance required. 

(c) In fulfilling its obligations under paragraphs (a) and (b), the data importer shall comply with the instructions from the 
controller, as communicated by the data exporter. 

Clause 11 

Redress 
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(a) The data importer shall inform data subjects in a transparent and easily accessible format, through individual notice 
or on its website, of a contact point authorised to handle complaints. It shall deal promptly with any complaints it 
receives from a data subject. 

(b) In case of a dispute between a data subject and one of the Parties as regards compliance with these Clauses, that 
Party shall use its best efforts to resolve the issue amicably in a timely fashion. The Parties shall keep each other 
informed about such disputes and, where appropriate, cooperate in resolving them. 

(c) Where the data subject invokes a third-party beneficiary right pursuant to Clause 3, the data importer shall accept the 
decision of the data subject to: 

(i) lodge a complaint with the supervisory authority in the Member State of his/her habitual residence or place of 
work, or the competent supervisory authority pursuant to Clause 13; 

(ii) refer the dispute to the competent courts within the meaning of Clause 18. 

(d) The Parties accept that the data subject may be represented by a not-for-profit body, organisation or association 
under the conditions set out in Article 80(1) of Regulation (EU) 2016/679. 

(e) The data importer shall abide by a decision that is binding under the applicable EU or Member State law. 

(f) The data importer agrees that the choice made by the data subject will not prejudice his/her substantive and 
procedural rights to seek remedies in accordance with applicable laws. 

Clause 12 

Liability 

(a) Each Party shall be liable to the other Party/ies for any damages it causes the other Party/ies by any breach of these 
Clauses. 

(b) The data importer shall be liable to the data subject, and the data subject shall be entitled to receive compensation, 
for any material or non-material damages the data importer or its sub-processor causes the data subject by 
breaching the third-party beneficiary rights under these Clauses. 

(c) Notwithstanding paragraph (b), the data exporter shall be liable to the data subject, and the data subject shall be 
entitled to receive compensation, for any material or non-material damages the data exporter or the data importer (or 
its sub-processor) causes the data subject by breaching the third-party beneficiary rights under these Clauses. This 
is without prejudice to the liability of the data exporter and, where the data exporter is a processor acting on behalf of 
a controller, to the liability of the controller under Regulation (EU) 2016/679 or Regulation (EU) 2018/1725, as 
applicable. 

(d) The Parties agree that if the data exporter is held liable under paragraph (c) for damages caused by the data 
importer (or its sub-processor), it shall be entitled to claim back from the data importer that part of the compensation 
corresponding to the data importer’s responsibility for the damage. 

(e) Where more than one Party is responsible for any damage caused to the data subject as a result of a breach of 
these Clauses, all responsible Parties shall be jointly and severally liable and the data subject is entitled to bring an 
action in court against any of these Parties. 

(f) The Parties agree that if one Party is held liable under paragraph (e), it shall be entitled to claim back from the other 
Party/ies that part of the compensation corresponding to its / their responsibility for the damage. 

(g) The data importer may not invoke the conduct of a sub-processor to avoid its own liability. 
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Clause 13 

Supervision 

(a) Where the data exporter is established in an EU Member State: The supervisory authority with responsibility for 
ensuring compliance by the data exporter with Regulation (EU) 2016/679 as regards the data transfer, as indicated in 
Annex I.C, shall act as competent supervisory authority. 

Where the data exporter is not established in an EU Member State, but falls within the territorial scope of application 
of Regulation (EU) 2016/679 in accordance with its Article 3(2) and has appointed a representative pursuant to 
Article 27(1) of Regulation (EU) 2016/679: The supervisory authority of the Member State in which the representative 
within the meaning of Article 27(1) of Regulation (EU) 2016/679 is established, as indicated in Annex I.C, shall act as 
competent supervisory authority. 

Where the data exporter is not established in an EU Member State, but falls within the territorial scope of application 
of Regulation (EU) 2016/679 in accordance with its Article 3(2) without however having to appoint a representative 
pursuant to Article 27(2) of Regulation (EU) 2016/679: The supervisory authority of one of the Member States in 
which the data subjects whose personal data is transferred under these Clauses in relation to the offering of goods or 
services to them, or whose behaviour is monitored, are located, as indicated in Annex I.C, shall act as competent 
supervisory authority. 

(b) The data importer agrees to submit itself to the jurisdiction of and cooperate with the competent supervisory authority 
in any procedures aimed at ensuring compliance with these Clauses. In particular, the data importer agrees to 
respond to enquiries, submit to audits and comply with the measures adopted by the supervisory authority, including 
remedial and compensatory measures. It shall provide the supervisory authority with written confirmation that the 
necessary actions have been taken. 
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SECTION III – LOCAL LAWS AND OBLIGATIONS IN CASE OF ACCESS BY PUBLIC AUTHORITIES 

Clause 14 

Local laws and practices affecting compliance with the Clauses 

(a) The Parties warrant that they have no reason to believe that the laws and practices in the third country of destination 
applicable to the processing of the personal data by the data importer, including any requirements to disclose 
personal data or measures authorising access by public authorities, prevent the data importer from fulfilling its 
obligations under these Clauses. This is based on the understanding that laws and practices that respect the 
essence of the fundamental rights and freedoms and do not exceed what is necessary and proportionate in a 
democratic society to safeguard one of the objectives listed in Article 23(1) of Regulation (EU) 2016/679, are not in 
contradiction with these Clauses. 

(b) The Parties declare that in providing the warranty in paragraph (a), they have taken due account in particular of the 
following elements: 

(i) the specific circumstances of the transfer, including the length of the processing chain, the number of actors 
involved and the transmission channels used; intended onward transfers; the type of recipient; the purpose of 
processing; the categories and format of the transferred personal data; the economic sector in which the 
transfer occurs; the storage location of the data transferred; 

(ii) the laws and practices of the third country of destination– including those requiring the disclosure of data to 
public authorities or authorising access by such authorities – relevant in light of the specific circumstances of the 
transfer, and the applicable limitations and safeguards; 

(iii) any relevant contractual, technical or organisational safeguards put in place to supplement the safeguards 
under these Clauses, including measures applied during transmission and to the processing of the personal 
data in the country of destination. 

(c) The data importer warrants that, in carrying out the assessment under paragraph (b), it has made its best efforts to 
provide the data exporter with relevant information and agrees that it will continue to cooperate with the data exporter 
in ensuring compliance with these Clauses. 

(d) The Parties agree to document the assessment under paragraph (b) and make it available to the competent 
supervisory authority on request. 

(e) The data importer agrees to notify the data exporter promptly if, after having agreed to these Clauses and for the 
duration of the contract, it has reason to believe that it is or has become subject to laws or practices not in line with 
the requirements under paragraph (a), including following a change in the laws of the third country or a measure 
(such as a disclosure request) indicating an application of such laws in practice that is not in line with the 
requirements in paragraph (a). 

(f) Following a notification pursuant to paragraph (e), or if the data exporter otherwise has reason to believe that the 
data importer can no longer fulfil its obligations under these Clauses, the data exporter shall promptly identify 
appropriate measures (e.g. technical or organisational measures to ensure security and confidentiality) to be adopted 
by the data exporter and/or data importer to address the situation. The data exporter shall suspend the data transfer 
if it considers that no appropriate safeguards for such transfer can be ensured, or if instructed the competent 
supervisory authority to do so. In this case, the data exporter shall be entitled to terminate the contract, insofar as it 
concerns the processing of personal data under these Clauses. If the contract involves more than two Parties, the 
data exporter may exercise this right to termination only with respect to the relevant Party, unless the Parties have 
agreed otherwise. Where the contract is terminated pursuant to this Clause, Clause 16(d) and (e) shall apply. 
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Clause 15 

Obligations of the data importer in case of access by public authorities 

15.1 Notification 

(a) The data importer agrees to notify the data exporter and, where possible, the data subject promptly (if necessary with 
the help of the data exporter) if it: 

(i) receives a legally binding request from a public authority, including judicial authorities, under the laws of the 
country of destination for the disclosure of personal data transferred pursuant to these Clauses; such notification 
shall include information about the personal data requested, the requesting authority, the legal basis for the 
request and the response provided; or 

(ii) becomes aware of any direct access by public authorities to personal data transferred pursuant to these 
Clauses in accordance with the laws of the country of destination; such notification shall include all information 
available to the importer. 

(b) If the data importer is prohibited from notifying the data exporter and/or the data subject under the laws of the country 
of destination, the data importer agrees to use its best efforts to obtain a waiver of the prohibition, with a view to 
communicating as much information as possible, as soon as possible. The data importer agrees to document its best 
efforts in order to be able to demonstrate them on request of the data exporter. 

(c) Where permissible under the laws of the country of destination, the data importer agrees to provide the data 
exporter, at regular intervals for the duration of the contract, with as much relevant information as possible on the 
requests received (in particular, number of requests, type of data requested, requesting authority/ies, whether 
requests have been challenged and the outcome of such challenges, etc.). 

(d) The data importer agrees to preserve the information pursuant to paragraphs (a) to (c) for the duration of the contract 
and make it available to the competent supervisory authority on request. 

(e) Paragraphs (a) to (c) are without prejudice to the obligation of the data importer pursuant to Clause 14(e) and Clause 
16 to inform the data exporter promptly where it is unable to comply with these Clauses. 

15.2 Review of legality and data minimisation 

(a) The data importer agrees to review the legality of the request for disclosure, in particular whether it remains within 
the powers granted to the requesting public authority, and to challenge the request if, after careful assessment, it 
concludes that there are reasonable grounds to consider that the request is unlawful under the laws of the country of 
destination, applicable obligations under international law and principles of international comity. The data importer 
shall, under the same conditions, pursue possibilities of appeal. When challenging a request, the data importer shall 
seek interim measures with a view to suspending the effects of the request until the competent judicial authority has 
decided on its merits. It shall not disclose the personal data requested until required to do so under the applicable 
procedural rules. These requirements are without prejudice to the obligations of the data importer under Clause 
14(e). 

(b) The data importer agrees to document its legal assessment and any challenge to the request for disclosure and, to 
the extent permissible under the laws of the country of destination, make the documentation available to the data 
exporter. It shall also make it available to the competent supervisory authority on request. 

(c) The data importer agrees to provide the minimum amount of information permissible when responding to a request 
for disclosure, based on a reasonable interpretation of the request. 
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SECTION IV – FINAL PROVISIONS 

Clause 16 

Non-compliance with the Clauses and termination 

(a) The data importer shall promptly inform the data exporter if it is unable to comply with these Clauses, for whatever 
reason. 

(b) In the event that the data importer is in breach of these Clauses or unable to comply with these Clauses, the data 
exporter shall suspend the transfer of personal data to the data importer until compliance is again ensured or the 
contract is terminated. This is without prejudice to Clause 14(f). 

(c) The data exporter shall be entitled to terminate the contract, insofar as it concerns the processing of personal data 
under these Clauses, where: 

(i) the data exporter has suspended the transfer of personal data to the data importer pursuant to paragraph (b) 
and compliance with these Clauses is not restored within a reasonable time and in any event within one month 
of suspension; 

(ii) the data importer is in substantial or persistent breach of these Clauses; or 

(iii) the data importer fails to comply with a binding decision of a competent court or supervisory authority regarding 
its obligations under these Clauses. 

In these cases, it shall inform the competent supervisory authority of such non-compliance. Where the contract 
involves more than two Parties, the data exporter may exercise this right to termination only with respect to the 
relevant Party, unless the Parties have agreed otherwise. 

(d) Personal data that has been transferred prior to the termination of the contract pursuant to paragraph (c) shall at the 
choice of the data exporter immediately be returned to the data exporter or deleted in its entirety. The same shall 
apply to any copies of the data. The data importer shall certify the deletion of the data to the data exporter. Until the 
data is deleted or returned, the data importer shall continue to ensure compliance with these Clauses. In case of 
local laws applicable to the data importer that prohibit the return or deletion of the transferred personal data, the data 
importer warrants that it will continue to ensure compliance with these Clauses and will only process the data to the 
extent and for as long as required under that local law. 

(e) Either Party may revoke its agreement to be bound by these Clauses where (i) the European Commission adopts a 
decision pursuant to Article 45(3) of Regulation (EU) 2016/679 that covers the transfer of personal data to which 
these Clauses apply; or (ii) Regulation (EU) 2016/679 becomes part of the legal framework of the country to which 
the personal data is transferred. This is without prejudice to other obligations applying to the processing in question 
under Regulation (EU) 2016/679. 

Clause 17 

Governing law 

These Clauses shall be governed by the law of one of the EU Member States, provided such law allows for third- party 
beneficiary rights. The Parties agree that this shall be the law of Belgium. 
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Clause 18 

Choice of forum and jurisdiction 

(a) Any dispute arising from these Clauses shall be resolved by the courts of an EU Member State. 

(b) The Parties agree that those shall be the courts of Belgium. 

(c) A data subject may also bring legal proceedings against the data exporter and/or data importer before the courts of 
the Member State in which he/she has his/her habitual residence. 

(d) The Parties agree to submit themselves to the jurisdiction of such courts. 
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APPENDIX 
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ANNEX I 

A. LIST OF PARTIES 

Data exporter(s): Identity and contact details of the data exporter(s) and, where applicable, of its/their data protection 
officer and/or representative in the European Union 

(1) Name: Customer name, as specified in the Agreement 

Address: Customer address, as specified in the Agreement 

Contact person’s name, position and contact details: As provided by data exporter here 

Activities relevant to the data transferred under these Clauses: As specified in the Agreement. 

Signature and date: …As indicated via signature to or other form of execution of the Agreement by Customer 

Role (controller/processor): Controller and/or processor, as applicable 

Data importer(s): 

(1) Name: Collibra Inc., on behalf of itself and its Affiliates outside of the EEA as referenced here 

Address: 61 Broadway, 31st Floor, New York, NY 10006, USA 

Contact person’s name, position and contact details: Amanda Weare, Data Protection Officer, privacy@collibra.com 

Activities relevant to the data transferred under these Clauses: As specified in the Agreement 

Signature and date: … 

        Mar 15, 2024 

Role (controller/processor): Processor 

B. DESCRIPTION OF TRANSFER 

Categories of data subjects whose personal data is transferred 

The data subjects concerned as identified in Exhibit A to the DPA 

Categories of personal data transferred 

The categories concerned as identified in Exhibit A to the DPA 

Sensitive data transferred (if applicable) and applied restrictions or safeguards that fully take into consideration the nature 
of the data and the risks involved, such as for instance strict purpose limitation, access restrictions (including access only 
for staff having followed specialised training), keeping a record of access to the data, restrictions for onward transfers or 
additional security measures. 

The special categories of data as identified in Exhibit A to the DPA. 
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The frequency of the transfer (e.g. whether the data is transferred on a one-off or continuous basis). 

Continuous 

Nature of the processing 

The nature of the processing as identified in Exhibit A to the DPA. 

Purpose(s) of the data transfer and further processing 

The purpose of the processing as identified in Exhibit A to the DPA. 

The period for which the personal data will be retained, or, if that is not possible, the criteria used to determine that period 

The duration of the processing as identified in Exhibit A to the DPA. 

For transfers to (sub-) processors, also specify subject matter, nature and duration of the processing 

As identified in Exhibit B to the DPA for the limited purposes described here 

C. COMPETENT SUPERVISORY AUTHORITY 

Identify the competent supervisory authority/ies in accordance with Clause 13 

As provided by data exporter here. 
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ANNEX II - TECHNICAL AND ORGANISATIONAL MEASURES INCLUDING TECHNICAL AND ORGANISATIONAL 
MEASURES TO ENSURE THE SECURITY OF THE DATA 

Description of the technical and organisational measures implemented by the data importer(s) (including any relevant 
certifications) to ensure an appropriate level of security, taking into account the nature, scope, context and purpose of the 
processing, and the risks for the rights and freedoms of natural persons. 

The security measures identified in the Collibra Security Policy 
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ANNEX III – LIST OF SUB-PROCESSORS 

Clause 9(a) Option 2 is applicable. Subprocessors are here. 
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Standard Data Protection Clauses to be issued by the Commissioner under S119A(1) Data Protection Act 2018 
 
International Data Transfer Addendum to the EU Commission Standard Contractual Clauses 
 
VERSION B1.0, in force 21 March 2022 
 
_________________________________________________________________________________________________ 
 
This Addendum has been issued by the Information Commissioner for Parties making Restricted Transfers. The 
Information Commissioner considers that it provides Appropriate Safeguards for Restricted Transfers when it is 
entered into as a legally binding contract. 
 
Part 1: Tables 
 
Table 1: Parties 

 
Start date The date of the Approved EU SCCs to which this Addendum is attached. 

The Parties Exporter (who sends the Restricted Transfer) Importer (who receives the Restricted Transfer) 
Parties’ details Full legal name: Customer nme, as specified in the 

Agreement. 
 
Trading name (if different): N/A 
 
Main address (if a company registered address): 
Customer address, as specified in the Agreement 
 
Official registration number (if any) (company 
number or similar identifier): N/A 

Full legal name: Collibra Inc., on behalf of itself and 
its Affiliates outside of the EEA as referenced here. 
 
Trading name (if different): n/a 
 
Main address (if a company registered address): 
61 Broadway, 31st Floor, New York, NY 10006, 
USA 
 
Official registration number (if any) (company 
number or similar identifier): N/A 

 
Key Contact Full Name (optional): As provided by 

data exporter here 
 
Job Title: As provided by data exporter here 
 
Contact details including email: As provided by 
data exporter here 

Full Name (optional): Amanda Weare 
 
Job Title: Data Protection Officer 
 
Contact details including email: 
privacy@collibra.com 

Signature (if 
required for 
the purposes 
of Section 2) 

Binding upon execution of the Approved EU SCCs 
(to which this Addendum is attached) 

Binding upon execution of the Approved EU SCCs 
(to which this Addendum is attached) 
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Table 2: Selected SCCs, Modules and Selected Clauses 
 
Addendum EU 
SCCs 

☒   The version of the Approved EU SCCs which this Addendum is appended to, detailed below, 
including the Appendix Information: 

 
Date: Same as Approved EU SCCs which this Addendum is appended to 
 
Reference (if any): 
 
Other identifier (if any): 

 
 
Table 3: Appendix Information 
 
“Appendix Information” means the information which must be provided for the selected modules as set out in the 
Appendix of the Approved EU SCCs (other than the Parties), and which for this Addendum is set out in: 
 
Annex 1A: List of Parties: See Annex I to the Approved EU SCCs to which this Addendum is attached. 

Annex 1B: Description of Transfer: See Annex I to the Approved EU SCCs to which this Addendum is attached. 

Annex II: Technical and organizational measures including technical and organizational measures to ensure the 
security of the data: See Annex II to the Approved EU SCCs to which this Addendum is attached. 
Annex III: List of Sub processors (Modules 2 and 3 only): See Annex III to the Approved EU SCCs to which this 
Addendum is attached. 

 
Table 4: Ending this Addendum when the Approved Addendum Changes 
 
Ending this Addendum when the 
Approved Addendum changes 

Which Parties may end this Addendum as set out in Section 19: 
 
☒ Importer 
 
☒ Exporter 
 
☐ neither Party 

 
Alternative Part 2 Mandatory Clauses: 
 
Mandatory 
Clauses 

Part 2: Mandatory Clauses of the Approved Addendum, being the template Addendum B.1.0 issued by 
the ICO and laid before Parliament in accordance with s119A of the Data Protection Act 2018 on 2 
February 2022, as it is revised under Section 18 of those Mandatory Clauses. 
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Schedule 2 
United States Processing 

 
This Schedule 2 to the DPA applies solely to the processing of Covered Data in the United States. 
 
1. Definitions. 
 

In this Schedule 2: 
 
1.1. “Applicable Data Protection Law” shall mean all applicable United States laws and regulations governing the 

privacy and protection of personal information, including, where applicable, but not limited to, the California 
Consumer Privacy Act and its amendments including the California Privacy Rights Act (“CCPA”), the Virginia 
Consumer Data Protection Act (“VCDPA”), the Colorado Privacy Act (“CPA”), the Connecticut Data Privacy Act 
(“CTDPA”), and the Utah Consumer Privacy Act (“UCPA”). 

 
1.2. The capitalized terms used in this Schedule 2 and not otherwise defined in this DPA shall have the definitions 

set forth in Applicable Data Protection Law. 
 
2. Roles and Scope. 
 

2.1. This Schedule 2 applies to the collection, retention, use, disclosure, and sale of Covered Data provided by 
Customer or which is collected on behalf of Customer by Collibra to provide Services to Customer pursuant to 
the Agreement or to perform a Business Purpose identified in Section 3 below. 

 
2.2. Customer is a Business or a Controller under Applicable Data Protection Law. 
 
2.3. Collibra is a Service Provider or a Processor under Applicable Data Protection Law. 
 
2.4. This Schedule 2 applies solely with respect to Collibra’s processing of Covered Data as a Service Provider or 

Processor of Customer. This Schedule 2 shall not apply to personal information collected by Collibra as a 
Business or Controller. 

 
3. Processing. 
 

3.1. Collibra shall process Covered Data in compliance with Applicable Data Protection Law. 
 
3.2. A description of the Covered Data processed as well as the nature and duration of such processing is more 

specifically described on Exhibit A to the DPA. 
 
3.3. Customer shall have the right to take reasonable steps to ensure that Collibra processes Covered Data in a 

manner consistent with Customer’s obligations under Applicable Data Protection Law by exercising Customer’s 
audit rights in Section 3 of this DPA. 

 
3.4. Customer shall have the right, upon reasonable notice to Collibra, to prevent Collibra’s unauthorized processing 

of Covered Data. 
 
3.5. Collibra is prohibited from retaining, using, or disclosing the Covered Data provided by Customer or which is 

collected on behalf of Customer outside of the direct business relationship with Customer and/or for any 
purpose other than for the specific purpose of performing the Services specified in the Agreement for Customer, 
and as set out in this DPA, provided that, in accordance with the Applicable Data Protection Law, Collibra may 
process Covered Data for the following Business Purposes, in each case to the extent necessary and 
proportionate to such purposes: 

 
3.5.1. Helping to ensure the security and integrity of the Services; 
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3.5.2. Identifying and repairing errors that impair existing intended functionality; 
 
3.5.3. Short-term, transient use, provided that the Covered Data is not disclosed to another third party and is not 

used to build a profile about a consumer; 
 
3.5.4. Undertaking internal research for technological development and demonstration; and 
 
3.5.5. Undertaking activities to verify or maintain the quality or safety of the Services for the purposes of 

improving, enhancing and upgrading such Services. 
 
3.6. Collibra shall not further collect, sell, share, or use (in each case as defined under Applicable Data Protection 

Law) the Covered Data except in connection with the performance of the Services or foregoing Business 
Purposes. 

 
3.7. Collibra shall not combine the Covered Data with personal information that it receives from, or on behalf of, a 

third party or collects from consumers (as defined under Applicable Data Protection Law), except that Collibra 
may combine Covered Data to perform any Business Purpose as permitted by this Schedule 2, this DPA, the 
Agreement, or Applicable Data Protection Law. 

 
3.8. Collibra shall promptly inform Customer if it is unable to meet its obligations under this Schedule 2, this DPA, or 

under Applicable Data Protection Law as it pertains to Covered Data. 
 
4. Subprocessors. 
 

Currently, Collibra leverages the Subprocessors referenced here to process Covered Data. The addition of new 
Subprocessors by Collibra is subject to the terms of Exhibit B to the DPA. Collibra will bind all Subprocessors to 
terms and conditions substantially similar to those contained in this DPA, including this Schedule 2. 

 
5. Notice & Consent. 
 

Customer represents and warrants that it has provided notice to Consumers that Covered Data is being used or 
shared consistent with Applicable Data Protection Law. Further, Customer shall obtain all necessary consents from 
Consumers consistent with Applicable Data Protection Law for Customer and Collibra to perform the Services. 

 
6. Consumer Rights. 
 

6.1. Collibra shall provide reasonable assistance to Customer in facilitating compliance with Consumer rights 
requests. Collibra may charge a reasonable fee to comply with any additional instructions required to effectuate 
Consumer rights requests. 

 
6.2. Upon direction by Customer, and in any event no later than thirty (30) days after receipt of a request from 

Customer, Collibra shall promptly delete Covered Data as directed by Customer. Collibra shall not be required 
to delete any Covered Data to comply with a Consumer’s request directed by Customer if it is necessary to 
maintain such information in accordance with Applicable Data Protection Law, in which case Collibra shall 
promptly inform Customer of the exceptions relied upon under Applicable Data Protection Law and Collibra shall 
not use the Covered Data retained for any other purpose than provided for by that exception. 

 
7. Deidentified Information. 

 
In the event that either party shares Deidentified Information with the other party, the receiving party warrants that it: 
(a) has implemented technical safeguards that prohibit reidentification of the Consumer to whom the information may 
pertain; (b) has implemented business processes that specifically prohibit reidentification of the information; (c) has 
implemented business processes to prevent inadvertent release of Deidentified Information; and (d) will make no 
attempt to reidentify the information. 

 



 

Collibra © v.1.2024  — 15 March 2024 34 

8. Mergers, Sale, or Other Asset Transfer. 
In the event that either party transfers to a third party the Covered Data of a Consumer as an asset that is part of a 
merger, acquisition, bankruptcy, or other transaction in which the third party assumes control of all or part of such 
party to the Agreement, that information shall be used or shared consistently with applicable law. If a third party 
materially alters how it uses or shares the Covered Data of a Consumer in a manner that is materially inconsistent 
with the promises made at the time of collection, it shall provide prior notice of the new or changed practice to the 
Consumer in accordance with applicable law. 

 
9. As Required by Law. 
 

Notwithstanding any provision to the contrary of the Agreement or this DPA, Collibra may cooperate with law 
enforcement agencies concerning conduct or activity that it reasonably and in good faith believes may violate federal, 
state, or local law. 

 
10. Sale of Information. 
 

The parties acknowledge and agree that the exchange of Covered Data between the parties does not form part of 
any monetary or other valuable consideration exchanged between the parties with respect to the Agreement or this 
DPA. 



Schedule 3 
United Arab Emirates 

Scope and Order of Precedence. The terms and conditions of this Schedule 3 United Arab Emirates (“UAE 
Schedule”) are incorporated into, and apply to, the DPA and the Agreement, but  solely to the processing of 
Covered Data in the United Arab Emirates. In the event of any conflict between the terms of this UAE Schedule 
and the DPA, this UAE Schedule will control.  

1. United Arab Emirates: ADGM. 

1.1 Definitions. 

I. “ADGM Data Protection Laws” includes the Abu Dhabi Global Market (“ADGM”) Data Protection Regulations 
2021 (“DPR 2021”), and any corresponding decrees, regulations, or guidance. 

II. “ADGM SCCs” means the contractual clauses adopted by the Commissioner of Data Protection effective from 
2021-08-14 relating to the transfer of Personal Data outside the ADGM pursuant to DPR 2021.  

1.2 Personal Data Breach. In addition to those terms contained in Section 2.4 of the DPA, immediately upon 
providing notice of a Personal Data Breach, Collibra shall provide to Customer the name and contact details of 
the contact point where more information can be obtained, which is: the Data Protection Officer, email: 
privacy@collibra.com. 

1.3 Restricted Transfers. With regard to any Restricted Transfer subject to ADGM Data Protection Laws between 
the Parties, one of the following transfer mechanisms shall apply, in the following order of precedence: 

I. a valid adequacy decision adopted by the Commissioner of Data Protection on the basis of Article 41 of the 
DPR 2021; 

II. the appropriate standard contractual clauses adopted by the Commissioner of Data Protection from time to 
time; or 

III. any other lawful data transfer mechanism, as laid down in ADGM Data Protection Laws.  

1.4 Standard Contractual Clauses. 

I. The DPA hereby incorporates by reference the ADGM SCCs. The Parties are deemed to have accepted, executed, 
and signed the ADGM SCCs where necessary in their entirety (including the annexures thereto). 

II. The Parties agree that any references to clauses, annexures, modules and choices within this Section 1.4 
(Standard Contractual Clauses) shall be deemed to be the same as the cognate and corresponding references 
within any appropriate, updated ADGM SCCs as may be applicable from time to time pursuant to the DPA. 

III. For the purposes of the ADGM SCCs and any substantially similar standard contractual clauses which may be 
adopted by the relevant authorities in the future: 

(A) the Parties agree to apply the following modules: 

1) Module Two with respect to Controller-to-Processor Restricted Transfers; and 

2) Module Three with respect to Processor-to-Sub-Processor Restricted Transfers. 

(B) Clause 7: The Parties choose to include the optional docking clause; 

(C) Clause 9(a): The Parties choose option 2, “General Written Authorization,” and the time period, 
procedures for designation and notification of new Subprocessors are set forth in more detail in Exhibit B 
of the DPA; 

(D) Clause 11: The Parties choose not to include the optional redress clause; 

(E) Clause 17: The ADGM SCCs shall be governed by the laws of England and Wales; 

(F) Clause 18: Any dispute arising from the ADGM SCCs shall be resolved by the competent courts of 
England; 

(G) Annex I: The content of Annex I is set forth in Exhibit A of the DPA; 

(H) Annex II: The content of Annex II is set forth in Section 2.2 of the DPA; and 
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(I) Annex III: The content of Annex III is set out in Exhibit B of the DPA. 

IV. In cases where the ADGM SCCs apply and there is a conflict between the terms of the DPA and the terms of 
the ADGM SCCs, the terms of the ADGM SCCs shall prevail with regard to the Transfer in question. 

1.5 General. Collibra shall fully co-operate, on request, with the ADGM Office of Data Protection in the 
performance of Collibra’s obligations under the ADGM Data Protection Laws. 

 

2. United Arab Emirates: DIFC. 

2.1 Definitions. 

I. “Commissioner” means the DIFC Commissioner of Data Protection. 

II. “DIFC Data Protection Laws” includes the Dubai International Financial Centre (“DIFC”) Data Protection Law 
No. 5 of 2020, as amended by DIFC Law No. 2 of 2022 (“DP Law 2020”), the DIFC Data Protection Regulations of 
2020 (“Regulations”), and any corresponding decrees, regulations, or guidance. 

III. “DIFC SCCs” means the contractual clauses adopted by the Commissioner in accordance with regulations 
relating to the transfer of Personal Data outside the DIFC pursuant to DP Law 2020. 

2.2 Personal Data Breach. In addition to those terms contained in Section 2.4 of the DPA, immediately upon 
receiving notice of a Personal Data Breach, Customer may contact Collibra’s Data Protection Officer via email to  
privacy@collibra.com for more information thereon. Collibra shall fully co-operate with any investigation of the 
Commissioner in relation to a Personal Data Breach. 

2.3 Audit Rights. In addition to those terms contained in Section 3 (Audit Rights) of the DPA, Collibra shall make 
available to the Commissioner, upon request, all information necessary to demonstrate compliance with the 
obligations laid down in this Section 2 (United Arab Emirates: DIFC) and the DPA, and allow for and contribute to 
audits, including inspections, conducted by the Commissioner. 

2.4 Restricted Transfers. With regard to any Restricted Transfer subject to DIFC Data Protection Laws between 
the Parties, one of the following transfer mechanisms shall apply, in the following order of precedence: 

I. a valid adequacy decision adopted by the Commissioner on the basis of Article 26 of the DP Law 2020; 

II. the appropriate tandard contractual clauses adopted by the Commissioner from time to time; 

III. any other lawful data transfer mechanism, as laid down in DIFC Data Protection Laws. 

 

 

2.5 Standard Contractual Clauses. 

I. The DPA hereby incorporates by reference the DIFC SCCs. The Parties are deemed to have accepted, executed, 
and signed the DIFC SCCs where necessary in their entirety (including the appendices thereto). 

II. The Parties agree that any references to clauses, appendices, and choices within this Section 2.5 (Standard 
Contractual Clauses) shall be deemed to be the same as the cognate and corresponding references within any 
appropriate, updated DIFC SCCs as may be applicable from time to time pursuant to the DPA. 

III. For the purposes of the DIFC SCCs and any substantially similar standard contractual clauses which may be 
adopted by the relevant authorities in the future: 

(A) The DIFC SCCs shall be effective from the date of the DPA and shall remain in force in accordance with 
Section 5 (Termination and return or deletion) of the DPA. 

(B) Clause 7: The Parties choose to include the optional docking clause; 

(C) Clause 9: The Parties choose option 2, “General Written Authorization,” and the time period, procedures 
for designation and notification of new Subprocessors are set forth in more detail in Exhibit B of the DPA; 

(D) Clause 16: The Parties choose not to include the optional language for termination; 

(E) Appendix 1: The content of Appendix 1 of the DIFC SCCs is set forth in Exhibit A of the DPA; 

mailto:privacy@collibra.com


(F) Appendix 2: The content of Appendix 2 of the DIFC SCCs is as set forth in Section 2.2 of the DPA; and 

(G) Appendix 3: The content of Appendix 3 of the DIFC SCCs is set out in Exhibit B of the DPA. 

IV. In cases where the DIFC SCCs apply and there is a conflict between the terms of the DPA and the terms of the 
DIFC SCCs, the terms of the DIFC SCCs shall prevail with regard to the Restricted Transfer in question. 

 

3. United Arab Emirates: Federal. 

3.1 Definitions. 

I. “Data Office” means the UAE Data Office established by virtue of Decree-Law No. 44 of 2021. 

II. “UAE Federal Data Protection Laws” includes the United Arab Emirates (“UAE”) Personal Data Protection Law 
(Decree-Law No. 45 of 2021), Decree-Law No. 44 of 2021, and any corresponding decrees, regulations, or 
guidance. 

3.2 Personal Data Breach. In addition to its obligations pursuant to Section 2.4 of the DPA, immediately upon 
providing notice of a Personal Data Breach, Collibra shall describe to Customer in as much detail as reasonably 
possible: (i) the form and causes of the Personal Data Breach, (ii) the potential and expected impact and 
consequences of such Personal Data Breach upon Customer and the affected Data Subjects, and (iii) the name 
and contact details of a contact point where more information can be obtained, which is: Data Protection Officer, 
email: privacy@collibra.com.  

3.3 Restricted Transfers. With regard to any Restricted Transfer subject to UAE Federal Data Protection Laws 
between the Parties, one of the following transfer mechanisms shall apply, in the following order of precedence: 

I. a valid adequacy decision adopted by the Data Office on the basis of Article 22 of Decree-Law No. 45 of 2021; 

II. the appropriate standard contractual clauses adopted by the Data Office from time to time; or 

III. any other lawful data transfer mechanism, as laid down in UAE Federal Data Protection Laws. 

3.4  General. Collibra shall fully co-operate, on request, with the Data Office in the performance of its obligations 
under the UAE Federal Data Protection Laws. 
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