
WATCHGUARD PRODUCT LICENSE AGREEMENT 

This WatchGuard Product License Agreement (“License”) is a binding legal agreement between you 
(defined below) and WatchGuard Technologies, Inc., a Washington corporation (“WatchGuard”), and 
governs your use of the Products (defined below) that you have ordered, registered for or otherwise selected 
to use in connection with your acceptance of this License. The Products are licensed, not sold, to you for use 
only under and in accordance with the terms of this License. This License is effective between you and 
WatchGuard as of the date you accept this License. 

BY (1) ORDERING, REGISTERING FOR, INSTALLING, OR OTHERWISE USING THE PRODUCTS, 
OR (2) ACCEPTING THIS LICENSE, EITHER BY CLICKING A BOX OR ICON INDICATING YOUR 
ACCEPTANCE OR BY EXECUTING AN ORDER THAT REFERENCES THIS LICENSE, YOU 
AGREE TO THESE TERMS. IF THE INDIVIDUAL ACCEPTING THESE TERMS IS ACCEPTING ON 
BEHALF OF A COMPANY OR OTHER LEGAL ENTITY, SUCH INDIVIDUAL REPRESENTS AND 
WARRANTS THAT THEY HAVE THE AUTHORITY TO BIND SUCH COMPANY OR ENTITY TO 
THIS LICENSE. IF THE INDIVIDUAL ACCEPTING THIS LICENSE DOES NOT HAVE SUCH 
AUTHORITY, SUCH INDIVIDUAL MUST NOT ACCEPT THIS LICENSE. IF YOU DO NOT AGREE 
WITH ALL OF THE TERMS OF THIS LICENSE, THEN YOU MUST NOT REGISTER FOR, INSTALL, 
OR OTHERWISE USE THE PRODUCTS. 

You also confirm that you have read and acknowledged WatchGuard’s Privacy Policy. 

 

You and WatchGuard hereby agree as follows:  

1. Changes to this License. WatchGuard reserves the right to modify the terms of this License in its sole 
discretion, so please review those terms regularly. If WatchGuard makes any material changes to this 
License, WatchGuard may notify you by means of a notice on WatchGuard’s website at 
www.watchguard.com or in-product notices, provided that such  changes become effective, and you 
will be bound to the updated terms of this License, upon the earlier of (a) your renewal of the License 
Term for a Product or (b) your entry into a new Order for Products after the updated version of this 
License goes into effect.  

2. Definitions. For purposes of this License, the following capitalized terms will have the meanings given 
to them below. 

a. “Administrator(s)” means the person(s) identified in your Order as the administrators of the relevant 
Products. 

b. “Affiliate” means any legal entity controlled by, controlling, or under common control with a party to 
this License, but only for so long as such control relationship exists, where “control” means ownership, 
either direct or indirect, of more than 50% of the equity interest entitled to vote for the election of 
directors or equivalent governing body. 

c. “Authorized Partner" means any distributor, reseller, or other business partner authorized by 
WatchGuard to sell the Products to you. 

d. “Beta Services” means certain Products (or functionality thereof) made available to you by 
WatchGuard and identified or described as beta, pilot, limited release, preview, non-production, 
evaluation or similar. 

e. “Customer” means an organization, entity, or individual that receives Managed Services from an MSP.  

f. “Documentation” means the manuals or other product documentation (whether electronic or printed) 
that WatchGuard makes available to you and/or your End Users for the proper use and operation of the 
Products. 

https://www.watchguard.com/wgrd-about/privacy-policy


g. “End User” means (i) if you are an organization, each individual in your organization who is authorized 
by you to use the Products, and (ii) if you are an MSP, each individual in your Customers’ organizations 
who is authorized by you to use the Products. 

h. “Free Trial” means limited-time access that WatchGuard may offer you in relation to certain Products 
on a trial basis at no cost, as further set forth in the relevant Order. 

i. “Installed Software” means firmware or software (including third party software) incorporated into a 
WatchGuard hardware product or a stand-alone software product to be installed on an End User 
endpoint. 

j. “Intellectual Property Rights” means all trade secrets, patents and patent applications, trademarks 
(whether registered or unregistered and including any goodwill acquired in such trade marks), service 
marks, trade names, copyrights, moral rights, database rights, rights in data, privacy rights, data 
protection rights, design rights, rights in know-how, rights in confidential information, rights in 
inventions (whether patentable or not) and all other intellectual property and proprietary rights (whether 
registered or unregistered, any application for the foregoing, and all rights to enforce the foregoing), 
and all other equivalent or similar rights which may subsist anywhere in the world. 

k. “Managed Services” means the managed security services or other associated security services 
provided by an MSP to its Customers, which may include the Products. 

l. “MSP” means a specialized partner providing Managed Services to its Customers. 

m. “License Term” means the access period identified in the relevant Order during which you and your 
End Users are permitted to use the Products. 

n. “Order” means an ordering document entered into by you with WatchGuard or with an Authorized 
Partner to purchase Products. 

o. “Partner Agreement” means the agreement between you and an Authorized Partner pursuant to which 
you purchase Products. 

p. "Personal Information" means any information relating to an identified or identifiable individual or 
is otherwise defined as ‘personal data’ under the General Data Protection Regulation, California 
Consumer Privacy Act of 2018, as amended by the California Privacy Rights Act of 2020, and its 
regulations or other applicable data protection laws to the extent that the definition of ‘personal data’ 
under the applicable data protection laws is broader than the preceding definitions. 

q. “Products” means the WatchGuard™ products and services that you have selected in connection with 
your acceptance of this License, which may include, without limitation, Firebox™ network security 
appliances, network security services that run on those appliances or in the cloud, AuthPoint™ products 
and services, DNSWatch™ products and services, WatchGuard Cloud™ and Wi-Fi Cloud™ services, 
Wi-Fi access point hardware and software, WatchGuard Dimension™ management service, other 
hardware products, the software and firmware included therein, other stand-alone software products, 
cloud services, and any new release, update, supplement or replacement related to any of the foregoing. 

r. “Product-Specific Terms” means those terms and conditions that are different or additional to the 
terms and conditions of this License that apply to certain specific Products, as further set forth in the 
annexes to this License.  

s. “Third-Party Products” means hardware, software, products, and/or services provided, made 
available, and/or licensed by a third party. 

t. “You” or “your” means, as applicable, (i) yourself, if you are using the Products and agreeing to this 
License in your individual capacity, (ii) your organization, if you are using the Products on behalf of a 
company or other legal entity, or (iii) the MSP contracting with WatchGuard and receiving the Services 
from WatchGuard in order for the MSP to provided Managed Services to its Customers. 



3. USE OF THE PRODUCTS  

a. Your Right to Use the Products. Subject to your compliance with the terms of this License, 
WatchGuard grants you, a limited, non-exclusive, non-sublicensable, non-transferable, revocable (in the 
event you fail to comply with this License or pay any applicable fees to WatchGuard), license to use the 
Products specified in the relevant Order during the License Term (i) solely for your internal business 
purposes, (ii) in accordance with any Documentation made available by WatchGuard, and (iii) subject 
to any restrictions specified in the Order (for example, but not by way of limitation, on the number of 
End Users or endpoints). To the extent the Products include Installed Software, your right to use such 
Installed Software is limited to such use on the single WatchGuard hardware product or single End User 
endpoint on which it is installed. To utilize Installed Software on additional products or End User 
endpoints, you must acquire a separate license for each additional hardware product or endpoint. For 
clarity, Installed Software will be deemed Products for purposes of this License, unless otherwise 
specified herein. 

b. Restrictions and Limitations on Use. You may not access, download, install, or use the Products for 
any purpose, or in any manner not specifically authorized by this License. You shall not, and you shall 
not permit any other person or entity to, (i) disassemble, reverse engineer, decrypt, decompile, create 
derivative works from, or translate the Products, or any portion thereof, or recreate or attempt to recreate 
the Products, in whole or in part by reference to the Products, or perform any process intended to 
determine the source code for the Products except to the extent that the foregoing restriction is 
prohibited by applicable law that cannot be excluded, (ii) copy, deliver, disclose, distribute or otherwise 
provide the Products or any portion thereof, including any account or password information associated 
with your access to the Products, to any third party, (iii) rent, lease, lend, sell, sublicense, assign (except 
as permitted in Section 16(b)), distribute, publish, or otherwise make available any of the Products to 
any person or entity, including on or in connection with the internet or any time-sharing, service bureau, 
software as a service, cloud or other technology or service, (iv) remove, delete, alter or obscure any 
trademarks, documentation, warranties or disclaimers, or any copyright, trademark, patent or other 
intellectual property or proprietary rights notices from the Products, (v) input, upload, transmit or 
otherwise provide to or through the Products or WatchGuard’s computer or network infrastructure, any 
information or materials that are unlawful or injurious, or contain, transmit or activate any harmful 
code, (vi) use, or allow the use of the Products for any unfair or deceptive practices or in contravention 
of any federal, state, local, foreign or other applicable law, or rules and regulations of regulatory or 
administrative organizations, (vii) act in a fraudulent, tortious, malicious or negligent manner when 
using the Products, or (viii) damage, destroy, disrupt, disable, impair, interfere with or otherwise 
impede or harm in any manner the Products, the or WatchGuard’s computer or network infrastructure. 
Any unauthorized attempt to assign, sublicense or grant other rights to the Products shall be 
immediately and automatically void. 

c. Free Trials.  From time to time, WatchGuard may offer you a Free Trial of a certain Product, as further 
set forth in the relevant Order. WatchGuard hereby grants to you a non-exclusive, non-sublicensable, 
non-transferable, revocable, and limited license to use the Free Trial for the sole purpose of evaluating 
the relevant Products for a period of thirty (30) days commencing on the date that WatchGuard grants 
you access to the Free Trial, unless another period is communicated to you by WatchGuard (for 
example, but not by way of limitation, through our in-product notices or website)  (the “Trial Period”). 
WatchGuard may, in its discretion and on your request, extend the Trial Period for an additional period 
as specified by WatchGuard. Free Trials may contain errors or other problems that could cause system 
or other failures and data loss. You must comply with the restrictions on use described in Section 3(b) 
in connection with Free Trials. On the expiration of the Trial Period (or extended Trial Period, if 
applicable), you must securely and irretrievably delete or destroy the Free Trial and, on WatchGuard’s 
request, you will certify your compliance with the foregoing in writing. If you fail to delete or destroy 
the Free Trial, WatchGuard reserves the right to invoice you for the relevant Products at WatchGuard’s 



then-current list price and you must pay such invoice upon receipt. Free Trials are offered without 
support. You must not use any Free Trial in a manner that violates applicable laws. 

d. Beta Services. From time to time, WatchGuard may offer you Beta Services. Beta Services are offered 
solely for experimental and evaluation purposes. You understand and agree that Beta Services may 
contain bugs, errors, and other defects, and use of the Beta Services is at your sole risk. You must 
comply with the restrictions on use described in Section 3(b) in connection with Beta Services. 
WatchGuard has no obligation to provide technical support in relation to Beta Services. WatchGuard 
may discontinue or modify Beta Service at any time in WatchGuard’s sole discretion, with or without 
notice to you, and WatchGuard has no obligation to develop or publicly release Beta Services. If 
requested by WatchGuard, you will provide Feedback regarding testing and Use of the Beta Services, 
including error or bug reports. Upon receipt of a later unreleased version of the Beta Services or release 
by WatchGuard of a publicly released commercial version of the Beta Services, you must return, 
destroy, or delete permanently all earlier Beta Services received from WatchGuard. You must not use 
any Beta Services in a manner that violates applicable laws. Beta Services are provided on an “AS IS”, 
“AS AVAILABLE” basis and, to the maximum extent permitted by applicable law, WatchGuard 
disclaims any liabilities, warranties, indemnities, and conditions, whether express, implied, statutory, 
or otherwise.  

e. Fees; Payment Terms. Your access to and use of certain Products is conditioned upon your payment 
of the fees set forth in your Order (except in the case of a free pilot), including the payment terms set 
forth therein. 

f. Malware Domain Content. Certain Products (such as the DNSWatch products and services) may 
require additional malware domain details, which are not provided as part of the Products unless 
otherwise specified in your Order. Such content may require additional payment and/or include 
additional terms and conditions. However, to the extent WatchGuard provides malware domain details, 
such content shall be deemed to be part of the Products and shall be subject to this License and the 
terms and conditions herein. 

g. Administrators. For certain Products, you will receive Administrator credentials for your Administrators 
of such Products. For such Products, you may change Administrators by providing WatchGuard written 
notice. Only your Administrators may administer such Products (including controlling certain features 
of the Products) and may contact WatchGuard regarding such Products. If applicable, your 
Administrators may designate certain persons as analyst (“Analyst”) and only the Administrators and 
Analysts may view and control certain features of the Products. You agree to keep such Administrator 
credentials confidential and you further agree that you are responsible for all activity occurring through 
the Products using your Administrator credentials and all activities of your users. 

h. Training. If applicable, WatchGuard may provide administrator training to Administrators via online 
or in-person training sessions. Such training may be subject to additional fees. 

i. Changes to the Products. WatchGuard reserves the right to enhance, upgrade, improve, change, or 
modify the Products as WatchGuard deems necessary or appropriate in its sole discretion, including, 
without limitation, where useful to maintain or enhance the quality, delivery, competitive strength, 
efficiency, and performance of the Products, or to comply with applicable laws. 

j. Security Emergencies. If WatchGuard reasonably determines that the security of its Products or 
infrastructure may be compromised due to hacking attempts, denial of service attacks, or other 
malicious activities, WatchGuard may temporarily suspend your access to the Products. WatchGuard 
will use commercially reasonable efforts to provide you notice of such suspension. WatchGuard will, 
in its discretion, take actions designed to resolve security issues and restore the Products. 

k. Product-Specific Terms. Your use of certain Products may be subject to Product-Specific Terms, 
which are attached to this License as annexes and which are hereby incorporated into this License by 



reference. In the event of a conflict between the terms of this License and the Product-Specific Terms, 
the Product-Specific Terms will prevail in regard to the applicable Product(s).  

4. THIRD-PARTY PRODUCTS AND AGREEMENTS 

Certain Products may incorporate Third-Party Products or require the use of such Third-Party Products in 
order to effectively utilize WatchGuard’s Products. To the extent any Third-Party Products are incorporated 
into the Products, WatchGuard will provide to you in connection with this License, and you will be required 
to acknowledge and agree to the applicable terms and conditions for such Third-Party Products. You are 
responsible for obtaining and maintaining these Third-Party Products, and abiding by the third-party 
agreements associated with such Third-Party Products. WatchGuard shall not be responsible or liable in the 
event any Third-Party Product limits or prohibits access or utilization of the WatchGuard Products. 

5. PROPRIETARY RIGHTS 

a. WatchGuard IP. The Products (including the firmware and software, and all methods, concepts or 
techniques utilized therein) and related Documentation are commercially valuable to WatchGuard, its 
Affiliates, and its or their respective licensors or suppliers as the case may be, and are treated as 
confidential, proprietary and contain of trade secrets. Except for any open source software incorporated 
into the Products, WatchGuard, its Affiliates, and its and their respective licensors or suppliers as the 
case may be, own and will retain all right, title and interest, including all Intellectual Property Rights, 
in and to the Products, the Documentation, including those relating to the design, manufacture, 
operation, or service of the Products, and any and all derivatives, modifications, translations, 
improvements, enhancements, or extensions thereof (collectively, the “WatchGuard IP”). You 
recognize that nothing contained in this License is intended to assign or grant to you any right, title or 
interest in or to the WatchGuard IP. Your use of the Products is authorized only for the purposes herein 
set forth. Your use of the Products shall cease immediately upon termination of this License for any 
reason. All rights not expressly granted herein are reserved by WatchGuard. 

b. Feedback. You hereby grant to WatchGuard and its Affiliates a perpetual, irrevocable, non-exclusive, 
royalty-free, worldwide license to use, copy, disclose, license, distribute, exploit, make derivative 
works of and incorporate into any of WatchGuard’s or its Affiliates’ products or services any 
comments, suggestions, ideas, enhancement requests, feedback, code, or other information or 
recommendations (collectively, “Feedback”) you provide to WatchGuard in connection with any of 
WatchGuard’s Products. Feedback shall not be considered confidential information and WatchGuard 
will not have any obligation to you with respect to your Feedback. 

6. COLLECTION OF TECHNICAL AND PERSONAL INFORMATION 

a. Technical Information. During your use of the Products, WatchGuard may automatically collect or 
access certain analytical, technical, and related information about your and your End Users’ use of the 
Products in the form of logs, session data, configuration data, telemetry, usage data (such as the version, 
features, trials, and operating system being used by you and your End Users), and threat and 
vulnerability intelligence data ("Technical Information"). Technical Information may also include 
details and information regarding the systems and/or devices on which you use the Products, 
information regarding your wireless network, access points, wireless devices, Service Set Identifiers 
(SSIDs), Media Access Control (MAC) addresses, Internet Protocol (IP) addresses, the configuration 
and security (Wired Equivalent Privacy (WEP) or Wi-Fi Protected Access (WPA)) of access points and 
wireless devices and how they associate (interact), identification and security information for websites 
you visit.  

b. Personal Information. Through your use of the Products, and any associated registration processes, 
as applicable, WatchGuard may collect certain Personal Information from you and your End Users 
including, without limitation, your name, phone number, email address, physical address, occupation, 
company information, employer information, registration credentials and password information. In 



connection with certain Products, Technical Information may also include Personal Information related 
to your and your End Users’ systems and endpoints including, without limitation, configuration settings 
and details, hostname, IP & MAC addresses, network adapter info, network connection info, running 
process info such as command name, process id, process trees (processes spawning child processes), 
file system events such as directory/file creation or modifications, OS registry events, certain security 
details and information relating to the websites you and/or your End Users visit on devices using the 
Products. Further information about how WatchGuard collects and processes Personal Information is 
available in the WatchGuard Privacy Policy. 

c. Use of Information. You hereby grant to WatchGuard and its Affiliates a non-exclusive, royalty-free, 
worldwide, irrevocable, perpetual right and license to, host, modify, adapt, copy, store, transmit, de-
identify, reproduce, process, aggregate (including aggregation with other data), analyze, disclose, 
distribute, license, and otherwise use your Technical and Personal Information (i) in order to provide 
the Products to you, (ii) to improve and/or secure the Products and to develop new products and 
services, (iii) to enable WatchGuard to manage licenses to Products, (iv) for WatchGuard’s and its 
Affiliates’ own internal research, development, data analytics, statistical analysis (such as the usage of 
Products), and marketing purposes and to better understand how you and our customers use the 
Products, (v) for any other legitimate business purposes (such as account management, billing, and 
providing expiry and renewal notices). WatchGuard may provide your Personal Information and 
Technical Information to its Affiliates, Authorized Partners, and third-party contractors where it is 
necessary to provide the Products to you. WatchGuard may also use this information to create 
anonymized and aggregated data sets for its own use and to provide such data sets to Affiliates and third 
parties such as its Authorized Partners. 

d.  Data Processing Addendum.  To the extent WatchGuard processes Personal Information on your 
behalf as a processor or a service provider (as such terms are defined by applicable data protection 
laws), it shall do so in accordance with WatchGuard Data Processing Addendum. 

e. Hosting, Storage, and Processing of Information.  In connection with the Products, WatchGuard may 
store and/or host your Technical Information and Personal Information on its own systems and 
networks or a third party’s systems and networks. WatchGuard will maintain safeguards and security 
procedures in accordance with industry standards in order to maintain the security, integrity and privacy 
of your information based upon the type and nature of such information. WatchGuard may store and 
process your information in the United States, the United Kingdom, Japan, Canada, India or any other 
country in which WatchGuard, its affiliates, subsidiaries, contractors or agents maintain facilities. 

f. Access. Upon termination of your use of the Products, and this License, your Technical Information 
and Personal Information will no longer be available to you through the Products. You may contact us 
regarding the collection and use of your Technical Information and Personal Information by emailing 
us at privacy@watchguard.com or writing us at 505 5th Avenue South, Suite 500, Seattle, WA 98104-
3892 USA Attention: Legal Department. 

g. PERSONAL DATA & INTERNATIONAL DATA TRANSFER. THIS SECTION 6 CONTAINS 
PROVISIONS REGARDING PRIVACY AND DATA PROTECTION. PAY CAREFUL 
ATTENTION TO THIS SECTION AND ENSURE THAT ALL PERSONS WHO MAY BE 
AFFECTED BY THE PROCESSING OF PERSONAL INFORMATION BY WATCHGUARD AS A 
RESULT OF ANY USE OF THE PRODUCTS BY YOU HAVE BEEN INFORMED OF THIS DATA 
PROCESSING. IT IS YOUR RESPONSIBILITY TO ENSURE THAT YOU HAVE A LEGAL 
BASIS (UNDER APPLICABLE DATA PROTECTION LAWS) TO APPOINT US TO PROCESS 
ANY PERSONAL INFORMATION THAT IS PROVIDED TO US OR TO WHICH WE MAY 
OTHERWISE HAVE ACCESS AS A RESULT OF THE USE OF THE PRODUCTS BY YOU. YOU 
MAY ONLY PROVIDE US WITH OR GIVE US ACCESS TO ANY PERSONAL INFORMATION 
FOR THE PURPOSES OF US PROVIDING ANY PRODUCTS TO YOU OR LICENSING OUR 
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PRODUCTS TO YOU WHERE THE INDIVIDUALS WHOSE PERSONAL INFORMATION WE 
MIGHT RECEIVE OR HAVE ACCESS TO HAVE CONSENTED TO THEIR PERSONAL 
INFORMATION BEING PROCESSED BY YOUR SERVICE PROVIDERS LOCATED IN THE 
UNITED STATES OF AMERICA. 

7. CONFIDENTIALITY 

Except as expressly allowed by this License, you will not use or disclose any Products or non-public 
Documentation or any related technology, idea, algorithm, or information, except to the extent that you 
can document that it is generally available for use and disclosure by the public without any charge or 
license. You recognize and agree that there is no adequate remedy at law for a breach of this clause, 
that such a breach would irreparably harm WatchGuard, and that WatchGuard is entitled to equitable 
relief (including, without limitation, injunctions, and without the posting of a bond) with respect to any 
such breach or potential breach, in addition to any other remedies. 

8. TERM AND TERMINATION. 

a. Term. Unless otherwise set forth in the Order for the applicable Products or a separate agreement 
between you and WatchGuard, this License is effective until the expiration of the License Term unless 
earlier terminated in accordance with the terms of this License.  

b. Termination. This License and your rights under it shall automatically terminate without notice to you 
if (i) you fail to comply with any of the terms or conditions of this License, or (ii) you fail to pay any 
required fees to the Authorized Partner in accordance with the terms of your Partner Agreement.  

c. Effect of Termination. Upon expiration or termination of this License for any reason, you shall cease 
all use of the Products, uninstall the Products (including all Installed Software) from all computers and 
device(s) upon which they are installed, and destroy all copies of the Products in your possession or 
control. The following Sections shall survive expiration or termination of this License: Sections 1, 3(b), 
3(e), 3(i), 5, 6, 7, 8(c), 9(b), and 10-16, as well as any sections or provisions of any Product-Specific 
Terms which by their nature should, or by their terms do, survive termination. 

9. WATCHGUARD REPRESENTATIONS AND WARRANTIES 

a. Limited Warranty for Physical Products. WatchGuard represents and warrants that the Products will 
materially conform to the applicable Documentation for period of ninety (90) days from the date you 
obtained the Products (for physical products) from WatchGuard or an Authorized Dealer (the “Limited 
Warranty”). In the event of a breach of the foregoing Limited Warranty, you may, as your sole and 
exclusive remedy, return the applicable Products and the Documentation to the Authorized Partner from 
which you obtained it, along with a dated proof of purchase, specifying the non-conformance, and the 
Authorized Partner will provide you with a new version of the applicable Products, or provide you a 
full refund for the applicable Products, at their election. The foregoing Limited Warranty does not 
apply to Free Trials, Beta Services, or any Products other than physical Products. 

b. DISCLAIMER OF WARRANTIES. EXCEPT FOR THE LIMITED WARRANTY SET FORTH IN 
SECTION 9(a), YOUR USE OF THE PRODUCTS, FREE TRIALS, AND BETA SERVICES IS AT 
YOUR OWN RISK, AND THE PRODUCTS, FREE TRIALS, AND BETA SERVICES ARE 
PROVIDED TO YOU ON AN “AS IS”, “AS AVAILABLE” BASIS AND WITHOUT 
WARRANTIES OF ANY KIND, EITHER EXPRESS OR IMPLIED. TO THE FULLEST EXTENT 
PERMITTED BY APPLICABLE LAW, WATCHGUARD DISCLAIMS ALL OTHER WARRANTIES 
AND CONDITIONS, WHETHER EXPRESS, IMPLIED, STATUTORY, OR OTHERWISE, 
INCLUDING BUT NOT LIMITED TO IMPLIED WARRANTY OF MERCHANTABILITY, TITLE, 
NON-INFRINGEMENT AND FITNESS FOR A PARTICULAR PURPOSE. WATCHGUARD DOES 
NOT WARRANT THAT (I) THE PRODUCTS, FREE TRIALS, OR BETA SERVICES WILL MEET 
ALL OF YOUR REQUIREMENTS; (II) USE OF THE PRODUCTS, FREE TRIALS, OR BETA 



SERVICES WILL BE TIMELY, UNINTERRUPTED OR ERROR-FREE OR OPERATE IN 
COMBINATION WITH ANY SPECIFIC HARDWARE, SOFTWARE, SYSTEM, OR DATA; OR 
(III) ALL ERRORS OR DEFECTS IN THE PRODUCTS, FREE TRIALS, OR BETA SERVICES 
WILL BE CORRECTED. WATCHGUARD DOES NOT WARRANT OR MAKE ANY 
REPRESENTATIONS REGARDING THE USE OR THE RESULTS OF THE PRODUCTS, FREE 
TRIALS, OR BETA SERVICES IN TERMS OF CORRECTNESS, ACCURACY, TIMELINESS, 
RELIABILITY OR OTHERWISE. 

YOU ACKNOWLEDGE THAT CERTAIN WATCHGUARD PRODUCTS ARE DIRECTED AT 
INTERMEDIATING THE ACTIVITIES OF MALICIOUS DOMAINS AND ACTIVITY AND 
THAT SUCH THREATS ARE RAPIDLY EVOLVING AND MAY NOT BE IDENTIFIED. AS 
SUCH, THE USE OF THE PRODUCTS IS SUBJECT TO SIGNIFICANT RISKS AND 
UNCERTAINTIES. CERTAIN WATCHGUARD PRODUCTS RELY ON IDENTIFICATION OF 
MALICIOUS DOMAINS BY YOU AND/OR THIRD PARTIES AND ROUTING TRAFFIC TO 
SUCH DOMAINS THROUGH THE PRODUCTS. WATCHGUARD IS NOT RESPONSIBLE FOR 
SUCH IDENTIFICATION OR ROUTING AND THE PRODUCTS CANNOT INTERMEDIATE 
TRAFFIC TO MALICIOUS DOMAIN THAT IS NOT ROUTED TO THE PRODUCTS. 
WATCHGUARD DOES NOT STATE OR OTHERWISE REPRESENT THAT THE OPERATION 
AND USE OF THE PRODUCTS WILL PREVENT, OR WILL NOT CAUSE OR CONTRIBUTE TO, 
DATA LOSSES, FALSE POSITIVES, DELAYS, OR INTERRUPTIONS IN, INTERFERENCE 
WITH OR DAMAGE TO COMMUNICATIONS ACCESS AND/OR SERVICES, INFORMATION 
TECHNOLOGY INFRASTRUCTURE OR BUSINESS OPERATIONS. WATCHGUARD IS NOT 
OBLIGATED TO DIRECT, MANAGE OR CONTROL THE OPERATION OF THE PRODUCTS 
NOR TO MONITOR TRAFFIC THROUGH YOUR NETWORKS AND SYSTEMS. 

YOU ACKNOWLEDGE AND AGREE THAT (I) THE PRODUCTS ARE INTENDED TO 
CONSTITUTE ONLY ONE PART OF A LARGER SYSTEM OF CYBERSECURITY AND ANTI-
MALWARE PROTECTIONS FOR YOU AND (II) YOU SHOULD NOT RELY ON THE 
PRODUCTS ALONE (IN AND OF ITSELF) TO ENSURE THAT YOUR NETWORKS, SYSTEMS, 
AND DATA REMAIN SAFE FROM CYBER INTRUSIONS, MALWARE AND OTHER THREATS 
TO SUCH NETWORKS, SYSTEMS, AND DATA. 

10. YOUR REPRESENTATIONS AND WARRANTIES 

You hereby represent and warrant to WatchGuard that (a) you will use the Products only as authorized by 
this License, (b) you have obtained all necessary rights (including any necessary End User or other third 
party rights or consents) to allow WatchGuard to collect, access, use, disclose and store the Technical 
Information and Personal Information associated with your use of the Products & Services as set forth in 
this License, and (c) you will comply with all applicable laws, rules and regulations in connection with your 
use of the Products. 

11. INDEMNIFICATION 

You agree to indemnify and hold harmless, and, at WatchGuard’s option, defend WatchGuard, its Affiliates, 
and its and their respective directors, officers, employees, agents, representatives, licensors, third party 
service providers, successors and assigns (each an “Indemnitee”) from and against any and all claims, 
demands, suits, and proceedings, and any and all damages, losses, expenses, liabilities, and costs of any 
kind (including, but not limited to, reasonable attorneys’ fees) suffered or incurred by any such Indemnitee 
arising from, relating to or otherwise in respect of  (a) your use of the Products, (b) any breach of this 
License by you, anyone acting on your behalf, and your End Users, including but not limited to, any breach 
of a representation and warranty made herein (including in any Product-Specific Terms), (c) any information 
or results obtained through use of the Products or access to the Products, or (d) your gross negligence or 
willful misconduct. 



12. LIMITATION OF LIABILITY 

a. Exclusion of Certain Types of Damages. TO THE FULLEST EXTENT PERMISSIBLE BY LAW, 
IN NO EVENT SHALL WATCHGUARD, ITS AFFILIATES, OR ITS OR THEIR 
RESPECTIVEVENDORS, LICENSORS, AUTHORIZED DEALERS, RESELLERS, OR 
REPRESENTATIVES BE LIABLE TO YOU OR ANY OTHER PERSON OR ENTITY FOR LOSS 
OF PROFITS, LOSS OF DATA, LOSS OF GOODWILL, WORK STOPPAGE, COMPUTER OR 
DEVICE FAILURE OR MALFUNCTION, SUBSTITUTE GOODS OR SERVICES OR ANY 
OTHER INDIRECT, SPECIAL, INCIDENTAL, OR CONSEQUENTIAL DAMAGES ARISING 
OUT OF OR RELATED TO THIS LICENSE OR THE PRODUCTS, WHETHER ARISING IN TORT 
(INCLUDING NEGLIGENCE), CONTRACT, STRICT LIABILITY OR OTHERWISE.  

b. Limitation of Liability. To the maximum extent permitted by applicable law, any other damages 
recoverable by you from WatchGuard shall in no case exceed the aggregate amounts actually received 
by WatchGuard in connection with your Order for the relevant Products in the twelve (12) month period 
immediately preceding the event giving rise to the claim.  

c. Free Trials and Beta Services. Notwithstanding Section 12(b) above, WatchGuard shall have no 
liability of any type with respect to any Free Trials and/or Beta Services, unless such exclusion of 
liability is not enforceable under applicable law, in which case WatchGuard’s total aggregate liability 
arising out of or relating to such Free Trials and/or Beta Services is US $1,000. Notwithstanding 
anything to the contrary in this Section 12, you shall be fully liable for any damages arising out of or 
relating to your use of Free Trials and/or Beta Services. 

13. EXPORT 

You may not use or otherwise export or re-export the Products except as authorized by United States law 
and the laws of the jurisdiction in which the Products were obtained. In particular, but without limitation, 
the Products may not be exported or re-exported (a) into any U.S. embargoed countries or (b) to anyone on 
the U.S. Treasury Department’s list of Specially Designated Nationals or the U.S. Department of Commerce 
Denied Person’s List or Entity List. By using the Products, you represent and warrant that neither you nor 
any of your End Users are located in any such country or on any such list. You also agree that you and your 
End Users will not use the Products for any purposes prohibited by United States or foreign law. If you are 
an MSP, the foregoing restrictions and warranties will be deemed to include your Customers and their End 
Users. 

14. U.S. GOVERNMENT RESTRICTED RIGHTS 

The Products are provided with Restricted Rights. Use, duplication or disclosure by the U.S. Government or 
any agency or instrumentality thereof is subject to restrictions as set forth in subdivision (c)(1)(ii) of the 
Rights in Technical Data and Computer Software clause at DFARS 252.227-7013, or in subdivision (c)(1) 
and (2) of the Commercial Computer Software -- Restricted Rights Clause at 48 C.F.R. 52.227-19, as 
applicable. Manufacturer is WatchGuard Technologies, Inc., 505 5th Ave. South, Suite 500, Seattle, WA 
98104. 

15. INJUNCTIVE RELIEF 

You agree that a breach or threatened breach of this License will cause irreparable injury to WatchGuard 
for which monetary damages would not be an adequate remedy and WatchGuard shall be entitled to seek 
equitable relief in addition to any remedies it may have hereunder or at law without a bond, security or proof 
of damages. 

16. GENERAL PROVISIONS 

a. Entire Agreement. This License, together with the Product-Specific Terms attached hereto and, to the 
extent WatchGuard processes Personal Information on your behalf as a processor or a service provider, 
the Data Processing Addendum, constitute the entire agreement between you and WatchGuard with 



respect to the Products, and supersedes all prior negotiations, discussions or representations, whether 
written or oral, with respect to such Products. 

b. Assignment. WatchGuard may assign this License without notice to you. You may not assign or 
transfer this License without the prior written consent of WatchGuard, which may be withheld in its 
sole discretion; except you may assign this License to an Affiliate or in connection with a merger or 
consolidation involving such party (so long as the assignment is to the newly acquired merged or 
consolidated entity) or the sale of substantially all of your assets (so long as the assignment is to the 
acquirer of such assets) and provided that the assignee agrees in writing to assume all rights and duties 
of the assigning party. You shall provide written notice to WatchGuard of any such assignment upon 
consummation of the assignment. Any attempted assignment or transfer in violation of the foregoing 
will be void. 

c. Governing Law; Venue. This License will be governed by the laws of the State of Washington, without 
reference to its conflict of laws provisions. The United Nations Convention on Contracts for the 
International Sale of Goods does not apply to this License. Any action, suit, or proceeding arising from 
or relating to this License must be brought exclusively in a federal or state court seated in the State of 
Washington, and in no other venue. Each party irrevocably consents to the personal jurisdiction and 
venue in, and agrees to service of process issued by, any such court. Notwithstanding the foregoing, 
WatchGuard reserves the right to file a suit or action in any court of competent jurisdiction as 
WatchGuard deems necessary to protect its intellectual property and proprietary rights. 

d. Severability. If any provision of this License is held to be unenforceable in mediation or by a court of 
competent jurisdiction, the remaining provisions of this License will remain in effect, to be construed 
as if the unenforceable provision was originally deleted and to be further construed in such a manner as 
to give effect to the intent of the parties to the greatest extent possible. 

e. Notices. If you have any questions or concerns regarding this License, you can contact WatchGuard at 
legal@watchguard.com. WatchGuard may provide you with notices that affect WatchGuard’s 
customers generally (e.g., notices that relate to modifications or updates to the Products) via 
WatchGuard’s website (www.watchguard.com) or via in-product notifications. WatchGuard will 
provide you with any legal notices by email to the email address you provided on the applicable Order 
or during your registration for the Products, or to a substitute, updated email address that you provided 
to WatchGuard for these purposes. You are responsible for keeping your email address current with 
WatchGuard. 

f. Independent Contractors. You and WatchGuard are independent contractors and are not partners, 
joint venturers, agents, employees or representatives of the other party. 

g. No Third-Party Beneficiaries. You acknowledge and agree that nothing in this License creates a right 
enforceable by any person or entity other than you and WatchGuard. 

h. Force Majeure. WatchGuard will not be liable for any delay or failure to perform any obligations 
under this License if the delay or failure is due to unforeseen events which are beyond WatchGuard’s 
reasonable control, such as a strike, blockade, war, act of terrorism, riot, natural disaster, failure or 
diminishment of power or telecommunications or data networks or services, or refusal of a license by 
a government agency. 
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Annex 1 – AuthPoint Product-Specific Terms 

If you are accessing, obtaining, or using WatchGuard’s AuthPoint™ products and services, then the terms 
of this Annex 1 – AuthPoint Product-Specific Terms (“AuthPoint Terms”) will apply to you. These 
AuthPoint Terms form part of the License between you and WatchGuard. 

1. Definitions. For purposes of these AuthPoint Terms the following initially capitalized terms have the 
meanings set forth below: 

a. “AuthPoint” or “AuthPoint™” means, as applicable, AuthPoint MFA or AuthPoint Total Identity 
Security, as further set forth in the relevant Order, and the services offered as part of these solutions, 
including AuthPoint Management and AuthPoint Gateway, together with the Documentation. 

b. “AuthPoint Browser Extension” means the custom browser extension engine developed by 
WatchGuard and/or its licensors which can be used by you and your End Users in connection with 
Password Manager if you have purchased AuthPoint Total Identity Security. 

c. “AuthPoint Gateway” means the software application that your Administrator(s) install on your 
network so AuthPoint can communicate with your RADIUS clients and LDAP databases for 
authentication purposes. 

d. "AuthPoint Management” means the user interface in WatchGuard Cloud where your Administrators 
set up and manage your and your End Users’ access to and use of AuthPoint. 

e. “AuthPoint MFA” means WatchGuard’s multi-factor authentication (MFA) solution that allows End 
Users to authenticate to protected resources using the AuthPoint Mobile App or a hardware token, as 
further set forth in the Documentation. AuthPoint MFA includes Dark Web Scan. 

f. “AuthPoint Mobile App” means the software made available by or on behalf of WatchGuard that may 
be downloaded to your (or an End User’s) smartphone, tablet, or other handheld device with an iOS or 
Android operating system (“Mobile Device”) to access and use AuthPoint, as further set forth in the 
Documentation. 

g. “AuthPoint Total Identity Security” means WatchGuard’s complete credentials management 
solution, which includes (i) AuthPoint MFA, (ii) Password Manager, and (iii) the Dark Web Monitoring 
Service, as further set forth in the Documentation. 

h. “Credentials” means, as applicable, (i) an End User’s credentials used to access and use third-party 
websites and applications for the End User’s corporate use (“Corporate Credentials”) and/or (ii) an 
End User’s credentials used to access and use third-party websites and applications for the End User’s 
personal use (“Private Credentials”). 

i. “Dark Web Monitoring” means certain features and functionality of AuthPoint Total Identity Security 
that help you monitor for data breaches affecting your domain(s), as further set forth in the 
Documentation. 

j. “Dark Web Scan” means certain features and functionality of AuthPoint MFA where you can search 
data breaches for your domains and/or your or your End Users’ email addresses. 

k. “Password Manager” means certain features and functionality of AuthPoint Total Identity Security 
that allows an End User to save Credentials in a Vault that is available from the AuthPoint Mobile App 
or the Browser Extension. 

l. “Vault” means, collectively, (i) the encrypted digital repository where an End User can store Corporate 
Credentials (“Corporate Vault”) and (ii) the complimentary encrypted digital repository provided to 
all End Users who open Corporate Vaults where an End User can store Private Credentials (“Private 
Vault”). 

m. “Vault Password” means the master password that an End User uses to access their Vault. 



n. "WatchGuard Cloud” means, for purposes of these AuthPoint Terms, that portion of WatchGuard 
Cloud™ where your Administrator(s) can access AuthPoint Management. 

o. “Your Data” means the data that you or your End Users (if applicable) upload or input (e.g., manually 
or via optional functionality such as password save and fill) to AuthPoint in connection with your use 
of AuthPoint. Your Data includes your Credentials. 

Any other initially capitalized terms will have the meanings given to them in the License. 

2. Your Right to Use AuthPoint.  

a. License Grant. Subject to your compliance with the terms of the License and these AuthPoint Terms, 
WatchGuard grants you a limited, non-exclusive, non-sublicensable, non-transferable, revocable license 
to use the AuthPoint product specified in the Order during the License Term solely (i) for your internal 
business purposes, (ii) in accordance with the Documentation, and (iii) subject to any restrictions on 
the number of End Users or domains as may be specified in these AuthPoint Terms, the Order, or the 
Documentation. The foregoing right includes the right for your Administrators to access and use 
AuthPoint Management for the sole purpose of administering your AuthPoint products. The AuthPoint 
Gateway is Installed Software, and your right to access, download, install and used to establish a 
connection between WatchGuard Cloud and the Customer Premises Equipment (CPE). To the extent 
that you purchase access to AuthPoint Total Identity Security, the AuthPoint Mobile App and 
AuthPoint Browser Extension are Installed Software to be installed on your End Users’ Mobile Devices 
or web browsers, as applicable, and your license to access or use the AuthPoint Mobile App and/or 
Browser Extension is limited to the number of End User Mobile Devices or web browsers specified in 
the Order or Documentation, subject to their agreement to the terms of this License. To utilize the 
AuthPoint Mobile App or Browser Extension on additional End User Mobile Devices or web browsers, 
you must acquire additional licenses for each additional End User. 

b. WatchGuard Cloud. Notwithstanding anything to the contrary, to the extent that you use WatchGuard 
Cloud in connection with your use of AuthPoint, these AuthPoint Terms do not apply to your use of 
WatchGuard Cloud, and your use of WatchGuard Cloud will be governed solely by the terms of the 
License.  

c. End Users. If your End Users, or your Customers’ End Users, access, download, install, and/or use 
AuthPoint, you must (i) ensure that such End Users comply with this License and in particular these 
AuthPoint Terms, and (ii) ensure that WatchGuard’s Privacy Policy is made available to such End 
users. You are solely responsible for your End Users’ (and your Customers’ End Users’) compliance 
with or breach of this License and/or these AuthPoint Terms. 

3. Your Responsibilities. You are solely responsible for (i) keeping the usernames and passwords you, 
your Administrators, and your End Users use to access AuthPoint confidential; (ii) all activity occurring 
through AuthPoint and your End Users’ accounts; and (iii) all activities of your End Users.  

4. AuthPoint Mobile App and AuthPoint Browser Extension. Subject to Section 2(a) of these 
AuthPoint Terms, End Users may install and use the AuthPoint Mobile App and the AuthPoint Browser 
Extension on their Mobile Devices in order to use AuthPoint MFA or AuthPoint Total Identity Security, 
as applicable. The AuthPoint Mobile App is intended to be downloaded and used on End Users’ 
corporate Mobile Devices (i.e., a corporate-managed mobile phone, tablet, or other handheld device), 
and the AuthPoint Browser Extension is intended to be installed and used on browsers on End Users’ 
corporate-managed laptops or computers. Neither the AuthPoint Mobile App nor the AuthPoint 
Browser Extension are intended for use on personal Mobile Devices, laptops, or computers (“Personal 
Devices”). You and your End Users should consult any acceptable use policies, personal device 
use policies (for example, a bring-your-own-device policy), or any similar policies that may apply 
to your use, or your End Users’ use, of Personal Devices for work purposes (“Personal Device 
Policy”) before downloading or installing the AuthPoint Mobile App or AuthPoint Browser 



Extension on any Personal Devices. WatchGuard is not responsible or liable to you, your Customers 
(if applicable), or any End User in the event that you or an End User download or install the AuthPoint 
Mobile App or AuthPoint Browser Extension on, or if you or an End User otherwise use or access 
AuthPoint on or using, a Personal Device in violation of any Personal Device Policy. 

5. Dark Web Scan. Dark Web Scan allows you to search for your (or your End Users’) email address(es) 
and/or domain(s) to see if they have been impacted by a data breach. The Dark Web Scan only helps 
identify when your email address(es) or domain(s) have been involved in or affected by a data breach 
for your or your End Users’ informational purposes, for example to inform and protect End Users who 
may be unaware that their email address(es) or credentials have been leaked or released to an untrusted 
environment. WatchGuard does not conduct the Dark Web Scan searches on your behalf. You expressly 
acknowledge and agree that you may not be able to scan some public domains, such as gmail.com or 
google.com, using Dark Web Scan.  

6. AuthPoint Total Identity Security. The terms of this Section 6 apply if you have purchased access to 
AuthPoint Total Identity Security.  

a. Vault Password; Recovery Keys. When an End User wants to access their account, they must first 
create a Vault Password to protect their Vault. After the End User creates their Vault Password, 
WatchGuard will provide the End User a recovery key that the End User can use to recover their Vault 
Password in the event their Vault Password is forgotten, lost, or stolen. You and your End Users are 
solely responsible for keeping Vault Passwords confidential. WatchGuard does not store or have 
access to End Users’ Vault Passwords or recovery keys. If an End User’s Vault Password is lost, 
stolen, or forgotten, WatchGuard cannot retrieve their Vault Password, and the End User’s 
account can be unlocked or access solely by the End User using their recovery key. If an End 
User’s Vault Password and recovery key are forgotten, lost, or stolen, neither you, the End User, 
nor WatchGuard will be able to recover the End User’s Vault Password, but the End User may 
contact WatchGuard support to reset their Vault Password. After the End User’s Vault Password 
is reset by WatchGuard, all Credentials stored in the End User’s Vault will be unrecoverable, 
and the End User must re-input or re-import their Credentials into their Vault.  For clarity, while 
the End User works with WatchGuard to reset their Vault Password, the End User may be able access 
third-party website(s) or application(s) (i) if the End User remembers their Credentials for the relevant 
third-party website(s) or application(s) and inputs those Credentials directly into the third-party 
website’s or application’s login page, or (ii) by attempting to recover their Credentials as set forth in 
Section 6(c) below. WatchGuard shall not be responsible or liable to you, your Customers (if 
applicable), or your or their respective End Users in the event that (1) an End User’s Vault Password 
and/or recovery key is forgotten, lost, or stolen, (2) an End User’s Credentials are lost, forgotten, or 
inaccessible by the End User because the End User’s Vault Password and/or recovery key is forgotten, 
lost, or stolen, or (3) you or any of your End Users fail to properly secure any Vault Passwords or 
Vaults.  

b. Vaults. When an End User opens their Vault, they have access to their Corporate Vault and their Private 
Vault. The Corporate Vault and Private Vault are separate and accessible through the AuthPoint Mobile 
App or AuthPoint Browser Extension. Password Manager is intended for End Users’ corporate use, and 
the Private Vault is provided on a complimentary basis solely for the convenience of End Users of 
AuthPoint Total Identity Security. An End User’s ability to access or export their Private Credentials 
from their Private Vault, including, without limitation, in the event they or their employer terminate the 
End User’s employment is set forth in Section 6(f) and Section 6(g) below.  

c. Credentials; Recovery of Credentials. An End User may (i) manually create Credentials in their Vault 
using the AuthPoint Mobile App or AuthPoint Browser Extension, and/or (ii) import saved Credentials 
from third-party password managers into their Vault using the AuthPoint Browser Extension. 
WatchGuard does not have access to any Credentials that an End User stores in their Vault. In the event 



an End User’s Credentials are lost, forgotten, or stolen, or in the event an End User’s Vault Password 
is lost, forgotten, or stolen and the End User’s Credentials are inaccessible as a result thereof, 
WatchGuard cannot retrieve the Credentials or reset the End User’s password for the third-party website 
or application. The End User’s Credentials can only be recovered from, or reset by, the applicable 
provider of the third-party website or application, for example using the third-party provider’s “Forgot 
Password” functionality (if such functionality is available, and which may require that the End User 
know their username for the applicable third-party website or application). You and your End Users 
are solely responsible for keeping Credentials confidential. WatchGuard will not be liable or 
responsible to you, your Customers (if applicable), or your or their respective End Users in the event 
that an End User’s Credentials are forgotten, lost, or stolen, or in the event that you or any of your End 
Users fail to properly secure any Credentials. 

d. Sharing Corporate Credentials. Password Manager includes certain functionality that allows End 
Users to share Corporate Credentials from their Corporate Vault to other End Users (each, a 
“Recipient”). For clarity, Private Credentials cannot be shared. If an End User shares Corporate 
Credentials, the Recipient(s) receive an invitation to accept the shared Corporate Credentials. If and 
when a Recipient accepts an invitation to share, the Corporate Credentials become “Shared 
Credentials”. All Shared Credentials are accessible to the original End User and any Recipients that 
accepted the invitation in their respective Corporate Vaults and the Sharing Center. The “Sharing 
Center” is a page in the Corporate Vault where the End User or Recipient can see and manage Shared 
Credentials. There are restrictions and limitations that apply to sharing Corporate Credentials, as further 
set forth in the Documentation. 

e. Dark Web Monitoring. Dark Web Monitoring actively monitors for data breaches for up to three (3) 
of your domains. You must configure Dark Web Monitoring Cloud by adding up to three (3) domains 
in AuthPoint Management in WatchGuard and providing authorization for WatchGuard before Dark 
Web Monitoring services commence. If a data breach is found to include any email addresses on your 
monitored domains, WatchGuard will notify you at the email address(es) you identified when 
configuring Dark Web Monitoring. If your End Users, or your Customers’ End Users, access, 
download, install, and/or use AuthPoint Total Identity Security, you must ensure that WatchGuard’s 
Dark Web Scanner and Dark Web Monitoring Service Privacy Notice is made available to such End 
Users.  

f. Exporting Private Credentials. Subject to these AuthPoint Terms, End Users may export their Private 
Credentials from their Private Vault using the AuthPoint Browser Extension, for example, if they leave 
their company and want to save their Personal Credentials, provided that the End User still has a valid, 
active license to AuthPoint Total Identity Security at the time the End User attempts to export their 
Private Credentials. Notwithstanding the foregoing, an End User may not be able to export their Private 
Credentials if the End User’s account is blocked or deleted, or if the End User’s license to use AuthPoint 
expires, is terminated or revoked, or is downgraded to AuthPoint MFA. 

g. Effect of Termination or Downgrade. Notwithstanding anything to the contrary (including 
Section 6(f) above), if the End User’s AuthPoint Total Identity Security user account is blocked 
or deleted for any reason (for example, but not by way of limitation, if the End User’s employment 
is terminated by their employer), or if the End User’s license to use AuthPoint expires, terminates 
or is revoked for any reason, or is downgraded by you from AuthPoint Total Identity Security to 
AuthPoint MFA, (i) the End User’s access to their Vault is immediately revoked, (ii) the End User 
will not be able to access AuthPoint Total Identity Security, their Vault, or their Credentials, (iii) 
the End User will not be able to export any Private Credentials from their Private Vault, (iv) the 
End User’s Vault is immediately deleted and the End User’s Credentials will not be accessible, 
recoverable, or exportable by the End User, you, or WatchGuard. WatchGuard shall not be 
responsible or liable to you, your Customers, or any End User in the event that an End User’s Vault 
and/or Credentials are inaccessible, an End User’s Credentials are unrecoverable, or an End User’s 



credentials are not exportable as set forth in this Section 6(g). 

7. Additional Terms for MSPs. Notwithstanding anything to the contrary, if you are an MSP, you may 
provide or make available AuthPoint to your Customers, subject to the terms of this License and, in 
particular the additional terms set forth in these AuthPoint Terms. You expressly acknowledge and 
agree that: (i) you accept this License on behalf of your Customers, (ii) you (and not your Customers) 
shall, at all times, maintain control and possession of the AuthPoint products and services, (iii) you will 
manage AuthPoint on behalf of your Customers in connection with your provision of Managed Services 
to your Customers, and (iv) you shall not, and you shall ensure that your employees and representatives 
do not, make any representation, warranty, promise, or guarantee to any of your Customers, their End 
Users, or any other party with respect to the specifications, features, or capabilities of AuthPoint that is 
not contained in or that is otherwise inconsistent with the terms of this License or the documentation 
for the relevant AuthPoint product. You may give instructions for use of AuthPoint that are contained 
in this License or the documentation for the relevant AuthPoint product. If your Customers have 
possession and/or control of AuthPoint (or any portion thereof), you must provide this License to your 
Customers directly and they must agree that their use of AuthPoint is subject to the terms and conditions 
of this License. You will not provide, make available to, or permit use of AuthPoint, in whole or in part 
by, any third party without WatchGuard's prior written consent, unless such use by the third party is 
solely on your behalf, is strictly in compliance with the terms and conditions of this License, and you 
are liable for any breach of this License by such third party. You agree to indemnify and hold 
WatchGuard harmless from and against any claims by your Customers against WatchGuard relating to 
AuthPoint and/or the Managed Services you provide to your Customers. 

8. Your Data. As between you and WatchGuard, you retain all rights to Your Data. You represent and 
warrant that: (i) you have obtained, or will obtain, all necessary rights and licenses to provide Your 
Data to WatchGuard, including, but not limited to, in order to upload or otherwise share Your Data 
with WatchGuard and to enable WatchGuard to use Your Data in accordance with this License, (ii) 
your uploading or processing of Your Data in or through AuthPoint does not infringe on any rights of 
any third party or violate any applicable laws, and (iii) you have provided any required notices and 
have obtained any consents and/or authorizations related to your access and use of Your Data and the 
processing of and access to Your Data by WatchGuard. You are responsible for taking and maintaining 
appropriate steps to protect the confidentiality, integrity, and security of Your Data, including but not 
limited to, backing up Your Data. You grant to WatchGuard a non-exclusive, transferable, 
sublicensable, worldwide, royalty-free, fully paid-up right and license to host, access, store, transfer, 
display, perform, reproduce, change, distribute, copy, modify, transmit, and otherwise use Your Data 
(a) to provide and operate AuthPoint, (b) as authorized or instructed by you or your End Users (if 
applicable), (c) to monitor and diagnose performance-related issues and to operate, improve, expand, 
and modify AuthPoint and WatchGuard’s products and services, (d) as required to comply with 
WatchGuard’s policies, applicable law, or governmental request, and (e) as otherwise provided in the 
License and these AuthPoint Terms. 

9. Integrations; OEM Products. 

a. Third-Party Integrations. AuthPoint may provide the capability for you or your End Users to link to 
or integrate with third-party products, services, sites, or applications separately accessed by you or the 
applicable End User and not purchased from WatchGuard or an Authorized Partner. WatchGuard is not 
responsible for and does not endorse such third-party products. You have sole discretion whether to 
purchase, connect, or interoperate any third-party products with AuthPoint. Your use of any third-party 
products is governed solely by the terms for the third-party products made available by the provider of 
the third-party products.  

b. OEM Products. To the extent that WatchGuard incorporates any third-party products or services into 
the Products (“OEM Products”), the terms of the License and these AuthPoint Terms will apply to the 



OEM Products as embodied in the Products, unless WatchGuard tells you otherwise.  

10. Collection of Technical and Personal Information. The terms of Section 6 of the License and this 
Section 10 will apply to WatchGuard’s collection of Technical and Personal Information in connection 
with AuthPoint. To provide Dark Web Monitoring Service, offered as a part of AuthPoint Total Identity 
Security, WatchGuard may collect Personal Information, such as email addresses, passwords, breaches 
affecting such information and additional information in relation to the breach that are found in publicly 
available leaked databases from underground and security research sources. Information about how 
WatchGuard collects and processes Personal Information in relation to Dark Web Monitoring Service 
is available in WatchGuard Dark Web Scanner and Dark Web Monitoring Service Privacy Notice. You 
confirm that you have read and acknowledged such Privacy Notice and WatchGuard’s Privacy Policy 
and will ensure that these documents are made available to your and/or your Customers’ End Users. 

11. ADDITIONAL DISCLAIMERS. YOU EXPRESSLY ACKNOWLEDGE AND AGREE THAT NO 
PRODUCT OR SERVICE IS CAPABLE OF PREVENTING, DETECTION, AND/OR MITIGATING 
DATA BREACHES AFFECTING YOUR EMAIL ADDRESS(ES) AND/OR DOMAIN(S). YOU 
AGREE TO TAKE REASONABLE PRECAUTIONS TO PROTECT AND SAFEGUARD YOUR 
EMAIL ADDRESS(ES) AND DOMAIN(S). TO THE MAXIMUM EXTENT PERMITTED BY 
APPLICABLE LAW, DARK WEB SCAN AND DARK WEB MONITORING ARE PROVIDED TO 
YOU ON AN “AS IS”, “AS AVAILABLE”, AND “WHERE-IS” BASIS, AND WATCHGUARD 
EXPRESSLY DISCLAIMS ALL WARRANTIES, WHETHER EXPRESS, IMPLIED, 
STATUTORY, OR OTHERWISE, WITH RESPECT TO DARK WEB SCAN AND DARK WEB 
MONITORING, INCLUDING, WITHOUT LIMITATION, ANY IMPLIED WARRANTY OF 
MERCHANATABILITY OR FITNESS FOR A PARICULAR PURPOSE, AND WATCHGUARD 
DOES NOT WARRANT THAT DARK WEB SCAN OR DARK WEB MONITORING WILL (A) 
IDENTIFY ANY OR ALL BREACHES AFFECTING THE EMAIL ADDRESS(ES) AND/OR 
DOMAIN(S); (B) LOCATE OR SEARCH EVERY POSSIBLE INTERNET SITE WHERE YOUR 
OR YOUR END USERS’ EMAIL ADDRESSES OR CREDENTIALS MAY HAVE BEEN LEAKED; 
(C) MEET YOUR REQUIREMENTS OR THAT THEIR OPERATION OR USE WILL BE ERROR 
FREE. THE DARK WEB SCAN AND DARK WEB MONITORING PRODUCTS PROVIDED 
UNDER THESE AUTHPOINT TERMS AND THE LICENSE DO NOT CONSTITUTE A POLICY 
OR CONTRACT OF INSURANCE AGAINST IDENTITY THEFT AND WATCHGUARD’S 
LIABILITY TO YOU WITH RESPECT TO ANY LOSSES YOU MAY SUFFER OR INCUR AS A 
RESULT OF YOUR EMAIL ADDRESS(ES), CREDENTIALS, OR DOMAIN(S) BEING LEAKED 
IN A DATA BREACH ARE LIMITED AS SET FORTH IN THE LICENSE. Use of Dark Web Scan 
or Dark Web Monitoring does not stop the sale or purchase of any information affected by a data breach, 
and it does not prevent that information from being used fraudulently. WatchGuard is not responsible 
for any issues arising out of or relating to a data breach affecting your email address(es) or domain(s), 
including, without limitation, the actual sale or purchase of any of your or your End Users’ personal 
information.  

12. Survival. The following terms and conditions of these AuthPoint terms will survive any termination or 
expiration of this License or the relevant Order: Sections 6(g), 8, 10, and 11. 

 
  

https://watchguard.widen.net/view/pdf/ukfojhwfbz/WatchGuard_DarkWebScanner_PrivacyPolicy.pdf?t_download=true&x_share=t
https://watchguard.widen.net/view/pdf/ukfojhwfbz/WatchGuard_DarkWebScanner_PrivacyPolicy.pdf?t_download=true&x_share=t
https://www.watchguard.com/wgrd-trust-center/privacy-policy


ANNEX 2 – Wi-Fi Access Point Hardware and Software Product-Specific Terms 

If you are accessing, obtaining, or using Wi-Fi access point hardware and software, as well as Wi-Fi related 
WatchGuard Cloud™ and Wi-Fi Cloud™ services, the terms of this Annex 2 – Wi-Fi Access Point 
Hardware and Software Product-Specific Terms (“Wi-Fi Terms”) will apply to you. These Wi-Fi Terms 
form part of the License between you and WatchGuard. 

1. Definitions. For purposes of these Wi-Fi Terms the following initially capitalized terms have the 
meanings set forth below: 

a) “Wi-Fi End User” means (i) if you are an organization, each individual in your organization who is 
authorized by you to use the Wi-Fi Products, (ii) if you are an MSP, each individual in your Customers’ 
organizations who is authorized by you to use the Wi-Fi Products, as well as (iii) where applicable, 
individuals outside of your or your Customers’ organizations that may be authorized to use Wi-Fi 
network created by you or your Customers.  

2. Additional Terms. If you are agreeing to this License and have ordered, registered for or otherwise 
selected to use Basic Wi-Fi, Secure Wi-Fi, and Total Wi-Fi access point hardware and software, you 
also agree to be bound by the terms contained in 

(i) End User License Agreement with Arista Networks, Inc. (hereinafter, “Arista”) located at 
https://www.arista.com/assets/data/pdf/EndUserLicenseAgreement.pdf, and (ii) Cloud Services 
Subscription Agreement with Arista that is current at the time and located at 
www.arista.com/assets/data/pdf/MasterServicesAgreement.pdf, both of which may be updated at any 
time and at the sole discretion of Arista by notice via Arista website. 

3. Wi-Fi End User Information. WatchGuard may collect certain information about Wi-Fi End Users. 
Such Wi-Fi End User information may include Technical Information and Personal Information. To the 
extent this is the case, Section 6 of the License applies.  

4. Additional Representations and Warranties. In addition to the representations and warranties outlined 
in Section 10 of the License, you also agree to use Wi-Fi access point hardware and software in 
compliance with any region and/or country specific laws and regulations that determine radio channels 
allowed for outdoor and/or indoor use.  

 

https://www.arista.com/assets/data/pdf/EndUserLicenseAgreement.pdf
http://www.arista.com/assets/data/pdf/MasterServicesAgreement.pdf
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